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Basel iii News, June 2021 
 
Dear members and friends, 
 
Do banks price the risks of climate policy change?  
 
We can find the answer at the BIS Working Paper No 946 
“The pricing of carbon risk in syndicated loans: which 
risks are priced and why?” by Torsten Ehlers, Frank 
Packer and Kathrin de Greiff, Monetary and Economic 
Department. We read: 
 
Combining syndicated loan data with carbon intensity data (CO2 emissions 
relative to revenue) of borrowers across a wide range of industries, we find 
a significant “carbon premium” since the Paris Agreement.  
 
The loan risk premium related to CO2 emission intensity is apparent across 
industries and broader than that due simply to “stranded assets” in fossil 
fuel or other carbon-intensive industries.  
 
The price of risk, however, appears to be relatively low given the material 
risks faced by borrowers. Only carbon emissions directly caused by the firm 
(scope 1) are priced, and not the overall carbon footprint including indirect 
emissions. “Green” banks do not appear to price carbon risk differently 
from other banks. 
 

http://www.basel-iii-association.com/
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1. Introduction  
 
Both the physical risks from climate events, and even more, the transition 
risks from a tightening of environmental regulations, can lead to potentially 
large revaluations of financial assets if not anticipated (Carney (2015), Dietz 
et al (2016)).  
 
The more informed investors and creditors are of the financial risks of 
climate change, the more they will reallocate from investments with high 
climate-related financial risks to more environmentally beneficial 
investments with lower risks.  
 
The pricing of climate-related financial risks, therefore, is an important 
factor in climate change mitigation.  
 
We concentrate on carbon emissions as a source of financial risk for firms, 
often referred to in the literature as “carbon risk” (eg Bolton and 
Kacperczyk (2021), Goergen et al (2020), Andersson et al (2016)).  
 
In December 2015, 195 states and the European Union agreed in Paris to 
adopt a goal of limiting global warming to well below 2 degree Celsius, 
preferably to 1.5 degrees, above pre-industrial levels and pursue efforts 
consistent with that goal.  
 
Achieving this goal implies a very rapid reduction of CO2 emissions (Rogelj 
et al (2016), IPCC (2015)).  
 
Very carbon intensive firms therefore face relatively high financial risks if, 
and when, governments take measures to comply with their commitments 
to reduce carbon emissions.  
 
One instance of carbon risk that has received early attention in the 
literature is the case of stranded assets in the fossil fuel industry (Ansar et al 
(2013)).  
 
Stranded assets are physical assets whose value declines substantially due 
to the effects of climate change or climate change policies.  
 
The carbon reduction requirements in the Paris Agreement and related 
policies imply that some fossil fuel firms might not be able to fully utilize 
their existing fossil fuel reserves (McGlade and Ekins (2015)), leading to a 
decline in the financial value of those reserves.  
 
Under given climate policy scenarios, the carbon risk from stranded assets 
in the fossil fuel industry can be directly measured, making it a natural 
approach for studying climate-related financial risks.  
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Carbon risk, however, goes beyond stranded assets.  
 
Firms with relatively high emissions are at a greater risk of suffering 
financial penalties if environmental policies tighten.  
 
Direct penalties can result, for instance, from the extra costs of carbon taxes 
on firm emissions.  
 
These can apply to firms in all industries with a carbon footprint and are 
not limited to fossil fuel producers.  
 
Our main contribution to the literature is to consider pricing of carbon risk 
in the context of syndicated bank loans.  
 
Lead banks in a loan syndicate have a strong incentive (and the means) to 
consider all relevant risk when pricing a loan – in particular when it is of 
large value and long maturity as is typical in the syndicated loan market.  
 
We document that for a significant share of firms in our sample, carbon risk 
is financially material.  
 
Hence, banks should be expected to price such risks. We use carbon 
intensity – carbon emissions relative to revenue – as a proxy for carbon 
risk.  
 
We argue that carbon intensity can capture the severity of the potential 
financial impact of a tightening of carbon emission policies, such as an 
imposition of a carbon tax.  
 
Ultimately, costs related to carbon emissions are balanced against revenue, 
and firms with greater carbon emissions relative to revenue will find 
transition costs (such as carbon taxes) to be more burdensome.  
 
The analysis of carbon risk across a broad set of industries is enabled by the 
increasing availability of carbon emissions data for a broad range of firms. 
We use carbon emissions data from S&P Trucost that covers listed firms in 
all major advanced and emerging economies.  
 
The availability of such data allows us to distinguish between inter- and 
intra-industry differences in carbon emissions.  
 
Also, the firm-level physical measures of carbon emissions enable us to 
analyze emissions directly attributable to the firm (scope 1), and those more 
broadly measured to include indirect emission from consumed energy 
(scope 2) and production inputs of the firm (“upstream” scope 3).  
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To preview our results, we find that the pricing of carbon risk in the 
syndicated loan market changed significantly after the Paris Agreement.  
 
The difference in risk premia due to CO2 emission intensity is apparent 
across industry sectors.  
 
It is not driven by any specific industry sectors and therefore reflects a 
phenomenon broader than simply “stranded assets” in fossil fuel or other 
carbon-intensive industries.  
 
These results are robust to including loan fees, and the premium is not 
prevalent in the years before the Paris Agreement.  
We argue that the Paris Agreement increased the awareness of banks to 
carbon risk, analogous to survey evidence for institutional investors 
(Krueger et al (2020)).  
 
While our results suggest that banks have started to internalize possible 
risks from the transition to a low-carbon economy across a broad range of 
industries, we find that they have done so only for the narrowly defined 
scope 1 carbon emissions (ie those directly caused by the firm).  
 
Our results suggest that carbon emissions indirectly caused by production 
inputs were not priced at the margin, implying that the overall carbon 
footprint is less of a concern to banks than direct emissions caused by the 
firms’ activities.  
 
This seeming indifference of banks to higher scope emissions of borrowers 
parallels one finding of Bolton and Kacperczyk (2021), who show that the 
likelihood of divestment by institutional investors significantly increases 
with the degree and intensity of scope 1 emissions of the target firm, but not 
with emissions of other broader scopes.  
 
This suggests potential for “green-washing”: scope 1 emissions of a firm can 
be reduced by simply outsourcing carbon intensive activities (Ben-David et 
al (2021)), without reducing the firm’s broader carbon footprint.  
 
Apart from the narrow scope of carbon risk that we find to be priced in 
syndicated bank loans, the price of risk also appears to be relatively low.  
 
On average, our regression results imply a carbon risk premium since 2016 
of about 3-4 basis points (ie a 0.03-0.04% loan rate premium).  
 
For the high emitters (the 90th percentile in our sample), the premium 
increases to 7 basis points.  
 
High carbon emitters are firms with a carbon intensity of >1000 tonnes of 
CO2 per $ million of revenue in our sample.  
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Ceteris paribus, the introduction of a carbon price of $100 per tonne of CO2 
would imply that these firms would have to spend at least 10% of total 
revenues on carbon taxes alone. 
 
Carbon risk would hence be highly material for such firms and the potential 
financial impact is unlikely to be fully internalized by a 7 basis points 
premium. 
 
We further investigate whether syndicated loans arranged by “green 
banks” (as lead arrangers) price climate change risks more than other 
banks. We look at both banks that signal they are green (as members of the 
United Nations Environmental Programme Finance Initiative (UNEP FI) or 
parties to the Equator Principles (EP)) and “de facto” green banks that lend 
less to carbon-intensive sectors.  
 
We cannot find any evidence that green banks put a higher price on carbon 
risk, though there is some evidence that green banks belonging to the 
UNEP FI or adopting the EP screen out companies with high carbon 
exposure – analogous to the evidence for asset managers in Bolton and 
Kacperczyk (2021).  
 
Academic research to date on the pricing of climate change risk, including 
on carbon risk, has tended to focus on the pricing of climate-related risks in 
equity markets.  
 
Existing research indicates a transition risk premium in equity and option 
markets which seems to be more pronounced in times of high public 
climate change awareness (Ilhan et al (2021), Bolton and Kacperczyk 
(2021), Goergen et al (2020), Ramelli et al (2018), among others). 
 
To read more: 
https://www.bis.org/publ/work946.pdf 
 

 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/work946.pdf
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Prudential treatment of cryptoasset exposures 
 

 
 

The Basel Committee on Banking Supervision has published a public 
consultation on preliminary proposals for the prudential treatment of 
banks' cryptoasset exposures.  
 
This document builds on the contents of the Committee's 2019 discussion 
paper and responses received from a broad range of stakeholders, as well as 
ongoing initiatives undertaken by the international community. 
 
The Committee welcomes comments on all aspects of the preliminary 
proposals, including the questions in the consultative document. 
Comments on the proposals should be uploaded here by Friday 10 
September 2021.  
 
All comments will be published on the website of the Bank for International 
Settlements unless a respondent specifically requests confidential 
treatment. 
 

 
 
Introduction  
 
The past few years have seen rapid growth in cryptoassets and the 
estimated market capitalisation of some of these assets have recently 
reached new all-time highs.  
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While the cryptoasset market remains small relative to the size of the global 
financial system, and banks’ exposures to cryptoassets are currently 
limited, its absolute size is meaningful and there continues to be rapid 
developments, with increased attention from a broad range of stakeholders.  
 
Cryptoassets have given rise to a range of concerns including consumer 
protection, money laundering and terrorist financing, and their carbon 
footprint.  
 
The Committee is of the view that the growth of cryptoassets and related 
services has the potential to raise financial stability concerns and increase 
risks faced by banks.  
 
Certain cryptoassets have exhibited a high degree of volatility, and could 
present risks for banks as exposures increase, including liquidity risk; credit 
risk; market risk; operational risk (including fraud and cyber risks); money 
laundering / terrorist financing risk; and legal and reputation risks. To that 
end, the Committee has taken steps to address these risks. 
 
In March 2019, the Committee published a newsletter on the risks 
associated with cryptoassets, outlining a set of minimum supervisory 
expectations for banks that are authorised, and decide, to acquire 
cryptoassets and/or provide related services.  
 
In December 2019, the Committee published a discussion paper seeking 
views of stakeholders on a range of issues related to the prudential 
treatment of cryptoassets.  
 
Building on the discussion paper and responses received from a broad 
range of stakeholders, as well as ongoing initiatives undertaken by the 
international community, the Committee is publishing this consultation 
paper to seek the views of stakeholders on a preliminary proposal of the 
prudential treatment for cryptoassets.  
 
Given the rapidly evolving nature of this asset class, the Committee is of the 
view that policy development for cryptoasset exposures is likely to be an 
iterative process, involving more than one consultation.  
 
The Committee has decided to proceed with the public consultation to 
enable further work to continue with the additional benefit of incorporating 
feedback from external stakeholders.  
 
The Committee will also continue to coordinate with other international 
organisations that are developing their approaches to cryptoassets. 
 
To read more: https://www.bis.org/bcbs/publ/d519.pdf 
 

https://www.bis.org/bcbs/publ/d519.pdf
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BIS Papers, No 116 

CBDCs beyond borders: results from a survey of central banks 
by Raphael Auer, Codruta Boar, Giulio Cornelli, Jon Frost, Henry Holden 
and Andreas Wehrli 
 

 
 

Abstract 
 
Central bank digital currencies (CBDCs) could ease current frictions in 
cross-border payments – and particularly so if central banks factor an 
international dimension into CBDC design from the outset.  
 
Based on a survey of 50 central banks in the first quarter of 2021, this paper 
explores initial thinking on the cross-border use of CBDCs.  
 
While most central banks have yet to take a firm decision on issuing a 
CBDC, the survey responses show a tentative inclination towards allowing 
use of a future CBDC by tourists and other non-residents domestically.  
 
They have a cautious approach to allowing use of a CBDC beyond their own 
jurisdiction.  
 
Concerns about the economic and monetary implications of cross-border 
CBDC use and about private sector global stablecoins are taken seriously.  
 
At the wholesale level, 28% of surveyed central banks are considering 
options to make CBDCs interoperable by forming multi-CBDC 
arrangements.  
 
This involves arrangements that enhance compatibility, interlink or even 
integrate multiple CBDCs into a single payments system.  
 
Finally, almost 14% of respondents are considering an active role for the 
central bank in FX conversion.  
 
Introduction  
 
Central banks around the world are exploring the design and implications 
of central bank digital currencies (CBDCs).  
 
Research on CBDCs is addressing a wide range of economic and policy 
issues – including their potential to enhance cross-border payments (Boar 
and Wehrli (2021); Carstens (2021a,b)).  
 
While the focus of most CBDC research and development projects has been 
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domestic to date (Auer and Boehme (2020); Auer, Cornelli and Frost 
(2020)), attention to cross-border aspects has increased.  
 
Cross-border use is explicitly considered or targeted by several projects, 
such as the mCBDC Bridge (BIS (2021a)), Project Dunbar (BIS (2021b)), 
Project Jura (BIS, Banque de France and SNB (2021)), Project Stella (ECB 
and Bank of Japan (2019)), Project Aber (SAMA and UAECB (2020)) and 
others (eg Bank of Canada, Bank of England and MAS (2018); Bank of 
Canada and MAS (2019)).  
 
In October 2020, the G20 endorsed a roadmap to address current frictions 
affecting cross-border payments (CPMI (2020); FSB (2020)).  
 
While many of the efforts aim at enhancing the current payment ecosystem, 
the roadmap also features initiatives to harness the potential of emerging 
payment infrastructures and arrangements.  
 
CBDCs could incorporate improvements to international payment 
arrangements from the outset, by factoring an international dimension into 
CBDC design.  
 
As part of the actions envisaged by the roadmap, an initial stocktake of 
provisional CBDC designs and experimentation was requested.  
 
This aims to inform further work by the Committee for Payments and 
Markets Infrastructure (CPMI) and the BIS Innovation Hub, in 
consultation with the IMF and World Bank.  
 
The stocktake should consider the extent to which CBDCs could be used for 
cross-border payments, followed by an analysis of the macro-financial 
implications of cross-border CBDC use.  
 
Further actions will focus on the practical and technological aspects of 
implementing cross-border CBDCs.  
 
This paper contributes to this work with a survey of central banks’ initial 
thinking on cross-border use of CBDCs.  
 
The survey includes responses by 50 central banks to questions on the 
potential role of a CBDC in cross-border payments, the use of retail CBDC 
payments within other currency areas, interoperability features and 
crossborder risks.  
 
This data set allows us to identify common trends and differences among 
central banks from around the world, with their wide range of policy 
approaches towards CBDCs.  
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We present several key findings.  
 
First, we show that a number of central banks are open to allowing tourists 
and other non-residents to use CBDCs within their own jurisdiction (in 
addition to residents).  
 
Fewer central banks are open to allowing usage of their CBDC by 
non-residents abroad, given the risks this may entail for the issuing and 
recipient economies.  
 
Second, we show that central banks take concerns about currency 
substitution by a foreign CBDC very seriously; they consider risks from 
facilitation of tax avoidance and loss of oversight by domestic authorities 
due to the use of foreign CBDCs to be especially relevant.  
 
They are actively considering the tools that are available to limit the risks 
that the domestic currency might be displaced by a global stablecoin or 
foreign CBDC.  
 
Some central banks may reconsider their approach to exchange restrictions 
if use of a foreign CBDC, stablecoin orcryptocurrency were to become 
widespread. 
 
Third, we show that central banks are considering a variety of multi-CBDC 
(“mCBDC”) arrangements, with some even contemplating multiple CBDCs 
run on a single system.  
 
Some central banks are exploring novel operational roles in foreign 
exchange (FX) conversion. Overall, the responses show an active 
consideration of cross-border issues and a strong interest in international 
peer learning.  
 
To read more: https://www.bis.org/publ/bppdf/bispap116.pdf 
 
 
 
 
 
 

 
 
 
 
 
 
 

https://www.bis.org/publ/bppdf/bispap116.pdf
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Whom do consumers trust with their data? US survey evidence 
Olivier Armantier, Sebastian Doerr, Jon Frost, Andreas Fuster 
and Kelly Shue 
 

 
 

Key takeaways 
 
- In a recent survey, US households say they are more likely to trust 

traditional financial institutions than government agencies or fintechs 
to safeguard their personal data. They have far less trust in big techs. 

 
- This pattern differs across demographic groups: respondents from 

racial minorities have less trust in financial institutions, while younger 
respondents trust fintechs relatively more. Female, minority and 
younger respondents are more concerned about implications of 
data-sharing for their personal safety. 

 
- A quarter of respondents say Covid-19 made them less willing to share 

data. In this group, nearly half became less willing to share with big 
techs. Concerns centred on identity theft and abuse of data. 

 
- As the economy becomes increasingly digital, and new players expand 

further into financial services, strong data protection policies will 
become more important to shield consumers from these harms. 

 
Personal data lie at the heart of the digital economy. Recommendations for 
online shopping, personalised financial advice or credit increasingly rely on 
users’ digital footprints (Berg et al (2020)).  
 
Large technology companies (big techs) are muscling their way into 
payments and lending, leveraging the vast amounts of personal data they 
have collected in other business lines.  
 
The Covid-19 pandemic has accelerated these trends, forcing many 
employees to work remotely and consumers to shop online (Alfonso et al 
(2021)).  
 
The resulting increase in online activity makes personal data even more 
abundant, and more valuable.  
 
Currently, companies often collect and analyse these personal data without 
consumers’ explicit consent or full understanding.  
While the analysis of such data can benefit consumers through improved 
movie recommendations or better targeted online ads, not everybody is 
equally comfortable with sharing their data.  
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Rather, this unrestrained collection of personal data represents an 
unprecedented erosion of consumer privacy, raising important concerns 
around data abuse and even personal safety – even if the degree of these 
concerns may vary across different segments of society.  
 
This Bulletin focuses on the willingness of consumers to share data and 
trust in different actors, based on a representative high-quality survey of US 
household heads.  
 
It assesses Americans’ trust in different counterparties to safely handle 
their data – governments, traditional financial institutions (FIs), fintechs 
and large technology firms (big techs) – according to differences in the 
respondents’ gender, ethnicity and age.  
 
The Bulletin also investigates how Covid-19 has changed attitudes and 
concerns towards privacy. It concludes by discussing the implications for 
data privacy and digital identity in financial services.  
 
The Survey of Consumer Expectations  
 
We investigate the attitudes towards data privacy of Americans in the 
Survey of Consumer Expectations (SCE).  
 
The SCE is a high-quality monthly, internet-based survey produced by the 
Federal Reserve Bank of New York.  
 
Launched in 2013, it is used extensively to help researchers and 
policymakers understand how expectations are formed and how they affect 
consumer behaviour.  
 
The SCE is a 12-month rotating panel of roughly 1,300 nationally 
representative US household heads.  
 
New respondents are drawn each month to match demographic targets 
from the American Community Survey, and they stay on the panel for up to 
12 months before rotating out.  
 
The survey’s main aim is to collect expectations for a wide range of 
economic outcomes (eg inflation, income, spending, household finance, 
employment and housing).  
 
The survey includes a wealth of detailed demographic information, 
including the respondent’s gender, race, age, income, education, financial 
literacy and willingness to take risks (Armantier et al (2017)).  
 
To understand how consumers value their data privacy, what determines 
their willingness to share data and how much they trust different 



P a g e  | 13 

Basel iii Compliance Professionals Association (BiiiCPA)  

counterparties, the September 2020 survey contained an additional 
module.  
 
The module asked detailed questions on respondents’ attitudes towards 
data privacy, for example how much they trust different counterparties to 
safeguard their data, and how the Covid-19 pandemic has affected these 
attitudes.  
 
In what follows, we use this information to investigate how consumers’ 
attitudes towards and concerns about privacy differ across demographic 
groups and whether they have changed in response to the pandemic. 
 
To read more: https://www.bis.org/publ/bisbull42.pdf 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull42.pdf
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Cyber resilience practices - Executive Summary 
 

 
 

The financial sector faces significant exposure to cyber risk given that it is 
information technology-intensive and highly interconnected through 
payment systems.  
 
Therefore, it is important for financial firms to strengthen their cyber 
resilience, which is defined by the Financial Stability Board (FSB) as “the 
ability of an organisation to continue to carry out its mission by anticipating 
and adapting to cyber threats and other relevant changes in the 
environment and by withstanding, containing and rapidly recovering from 
cyber incidents.” 
 
Within the financial sector, banks typically have the most public-facing 
products and services.  
 
Bank systems have multiple points of contact with outside parties, which 
can mean significant vulnerability to cyberattacks, with those interfaces 
being used as entry points for attacks targeting other parts of the financial 
system.  
 
Bank supervisory authorities have established regulatory and supervisory 
frameworks to enhance banks’ cyber resilience.  
 

 
 
In 2018, the Basel Committee on Banking Supervision (BCBS) issued a 
report entitled Cyber-resilience: Range of practices that describes and 
compares regulatory approaches and supervisory practices across BCBS 
member jurisdictions. You may visit: 

https://www.bis.org/bcbs/publ/d454.pdf 
 
Regulation and supervision 
 
Regulators expect banks to address cyber risk either in their risk 
management and/or information security frameworks or in their specific 
cybersecurity strategies.  
The latter includes requirements related to governance and oversight; risk 
ownership and accountability; information security; periodic evaluation 

https://www.bis.org/bcbs/publ/d454.pdf
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and monitoring of cybersecurity controls; incident response; business 
continuity; and recovery planning. 
 
Supervisors assess banks’ cybersecurity controls and their monitoring and 
surveillance of emerging threats. These assessments are based on banks’ 
adherence to existing industry standards. 
 
Supervisory assessments also include challenges to bank approaches to 
testing controls and the remediation of issues identified.  
 
Challenges can include the review of control testing reports, which may 
be part of a more formal testing programme.  
 
Such a programme could employ various testing methodologies and 
practices, such as vulnerability assessment, penetration testing and red 
team testing. 
 
To read more: https://www.bis.org/fsi/fsisummaries/cyber_resilience.pdf 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 

https://www.bis.org/fsi/fsisummaries/cyber_resilience.pdf
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The Green Swan Conference - Coordinating finance on climate 
Watch the livestream 
 

 
 

The Bank for International Settlements, Bank of France, International 
Monetary Fund and Network for Greening the Financial System are joining 
forces to co-sponsor a truly unique global virtual conference on "How in 
practice can the financial sector take immediate action against climate 
change-related risks?". 
 

 

 

 



P a g e  | 17 

Basel iii Compliance Professionals Association (BiiiCPA)  

 

 

 
You may visit: 

https://www.bis.org/events/green_swan_2021/overview.htm 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

https://www.bis.org/events/green_swan_2021/overview.htm
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Living in a Material World: Myths and Misconceptions about 
“Materiality” 
Commissioner Allison Herren Lee, U.S. Securities and Exchange 
Commission, Keynote Remarks at the 2021 ESG Disclosure Priorities Event 
Hosted by the American Institute of CPAs & the Chartered Institute of 
Management Accountants, Sustainability Accounting Standards Board, and 
the Center for Audit Quality 
 

 
 

Thank you, Neil [Stewart] for the introduction and for having me today as 
you discuss the important and timely topic of climate and ESG disclosures. 
I very much look forward to hearing from Janine [Guillot] and Julie [Bell 
Lindsay]. You both bring years of experience and significant expertise to 
these issues, and your organizations, SASB and CAQ, have contributed 
significantly to the development and understanding of ESG disclosure and 
assurance related to such disclosures. 
 
This is a highly sophisticated audience of accountants, auditors, attorneys, 
and other professionals, with deep knowledge concerning public company 
accounting and other disclosures – how to identify, prepare, and verify 
them. The SEC needs your advice, your thoughts, and your expertise as we 
endeavor to craft a rule proposal for climate and ESG disclosures. 
 
As we all debate and deliberate over these issues, a great deal of attention is 
focused on the concept of materiality. Materiality is a fundamental 
proposition in the securities laws and in our capital markets more broadly. 
The system for public company disclosure is generally oriented around 
providing information that is important to reasonable investors.  
 
Although the SEC must craft the rules, and companies, with the help of 
lawyers and accountants, must comply with them, the viewpoint of the 
reasonable investor is the lens through which we all are meant to operate. 
 
From a policy perspective, it is unfailingly simple and makes perfect sense: 
those with the money are the ones who decide how to spend it. And there is 
a clear corollary to that point – reinforced by Supreme Court precedent – 
which is that investors are also the ones who decide what information they 
need to make those choices. 
 
But as debates around climate and ESG disclosure have intensified, I have 
found through dozens if not hundreds of conversations that a number of 
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misconceptions about materiality – what it is and what it is not – have 
proliferated.  
 
For example, many appear to believe that materiality currently works 
almost preternaturally, on its own with no need for regulatory involvement, 
to produce all important information from all public companies at all times. 
Many have also come to believe (incorrectly) that the SEC is legally 
prohibited from requiring specific disclosures unless it can demonstrate 
that each such disclosure is individually material to the bottom line of every 
public company. 
 
Given the import of materiality to the current debate regarding climate and 
ESG disclosures, this is an opportune moment to discuss some of these 
myths and misconceptions – especially with this audience, one that is 
well-equipped to bring careful thought and analysis to these issues. 
 
Myth #1: ESG matters (indeed all matters) material to investors are 
already required to be disclosed under the securities laws. 
 
Let me start with the myth that I believe is the most prevalent. We 
frequently hear that new climate or ESG disclosure requirements are 
unnecessary because the existing disclosure regime already requires the 
disclosure of all material information. 
 
This is simply not true, and reflects a fundamental misunderstanding of the 
securities laws. Public company disclosure is not automatically triggered by 
the occurrence or existence of a material fact. There is no general 
requirement under the securities laws to reveal all material information. 
Rather, disclosure is only required when a specific duty to disclose exists. 
 
In a seminal Supreme Court case on materiality, Basic v. Levinson, the 
court found that preliminary merger negotiations may be material, 
affirming that materiality is to be gauged through the eyes of the 
“reasonable investor.” 
 
But Basic also acknowledged the fundamental principle that, under the 
securities laws, an omission of information – even material information – is 
not actionable absent a duty to disclose. 
 
In Basic, the duty to disclose the pre-merger negotiations arose out of 
public statements the company made asserting that it was unaware of any 
developments that might explain high trading volumes and price 
fluctuations in its shares. 
 
So, what are the possible sources of a duty to disclose? A duty may arise by 
virtue of an explicit SEC disclosure requirement, such as those set forth in 
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Regulation S-K. A duty may also arise, as it did in Basic, in order to make 
other statements made by a company materially accurate or not misleading. 
 
Let’s take political spending by public companies as an example because it 
illuminates the principles behind both types of possible duties. We know 
that this type of information can be extremely important to reasonable 
investors. 
 
Indeed the SEC received over a million requests to require such disclosures. 
As the late founder of Vanguard, John Bogle, once said “corporate 
managers are likely to try to shape government policy in a way that serves 
their own interests over the interests of their shareholders.” 
 
When companies use shareholder funds for political influence, it stands to 
reason that shareholders would want to be able to assess for themselves 
whether such spending is in their interests. 
 
But companies rarely disclose political spending in reports filed with the 
SEC for the simple reason that there are no explicit SEC rules requiring 
such disclosure. 
 
As I mentioned, another means by which a duty may arise is through 
statements a company makes on a topic which may then require the 
disclosure of additional information “necessary in order to make the 
statements made, in the light of the circumstances under which they are 
made, not misleading.” 
 
In other words, if a company makes statements on a topic, a duty may arise 
to disclose additional information needed to ensure that those statements 
are materially accurate and complete. 
 
Continuing with the political spending example, after the events at the 
Capitol on January 6th, we saw companies increasingly making public 
pledges regarding their political spending practices. 
 
One might argue that these public pledges give rise to a duty to disclose 
their actual political contributions – not unlike the duty to disclose merger 
negotiations in Basic – to ensure that such statements are not misleading, 
especially if actual contributions run contrary to these pledges. But such a 
duty would arise only based on discretionary statements made by 
management, not solely on the basis that information regarding political 
contributions is material to investors. 
 
The bottom line is that absent a duty to disclose, the importance or 
materiality of information alone simply does not mandate its disclosure. 
 



P a g e  | 21 

Basel iii Compliance Professionals Association (BiiiCPA)  

The securities laws currently include little in the way of explicit climate or 
other sustainability disclosure requirements. 
 
In many instances, therefore, disclosure may be required only when a 
particular discussion of climate is collateral to something else disclosed by 
the company. The same is true for many ESG matters that lack express 
disclosure requirements. Thus, climate and ESG information important to a 
reasonable investor is not necessarily required to be disclosed simply 
because it is material. 
 
To read more: 

https://www.sec.gov/news/speech/lee-living-material-world-052421 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/speech/lee-living-material-world-052421
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Euro area insurance corporation statistics: first quarter of 2021 
 

 
 

- Total assets of euro area insurance corporations amounted to €9,040 
billion in first quarter of 2021, €14 billion higher than in fourth quarter 
of 2020 
 

 
 
- Total insurance technical reserves of euro area insurance corporations 

dropped to €6,797 billion in first quarter of 2021, down €39 billion 
from fourth quarter of 2020 
 

 
 
Total assets of euro area insurance corporations increased to €9,040 billion 
in the first quarter of 2021, from €9,026 billion in the fourth quarter of 
2020. Debt securities accounted for 39.6% of the sector's total assets in the 
first quarter of 2021. The second largest category of holdings was 
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investment fund shares (28.1%), followed by equity (11.1%) and loans 
(7.3%). 
 
Holdings of debt securities decreased to €3,578 billion at the end of the first 
quarter of 2021 from €3,653 billion at the end of the previous quarter. Net 
purchases of debt securities amounted to €1 billion in the first quarter of 
2021; price and other changes amounted to -€76 billion (see Chart 1). The 
year-on-year growth rate of debt securities held was 0.4%. 
 
Looking at holdings by issuing sector, the annual growth rate of debt 
securities issued by euro area general government was -0.2% in the first 
quarter of 2021, with net purchases in the quarter amounting to €9 billion. 
As regards debt securities issued by the private sector, the annual growth 
rate was -0.1%, and quarterly net sales amounted to €11 billion. For debt 
securities issued by non-euro area residents, the annual growth rate was 
2.7%, with quarterly net purchases of €3 billion. 
 

 
 
Turning to insurance corporations' holdings of investment fund shares, 
these increased to €2,536 billion in the first quarter of 2021, from €2,472 
billion in the previous quarter, with net purchases of €38 billion and price 
and other changes of €26 billion (see Chart 2). The year-on-year growth 
rate in the first quarter of 2021 was 4.8%. 
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The annual growth rate of euro area money market fund shares held by 
insurance corporations was ‑7.5% in the first quarter of 2021, with net sales 
in the quarter amounting to €1 billion. As regards holdings of euro area 
non-money market fund shares, the annual growth rate was 5.6%, with 
quarterly net purchases amounting to €36 billion. For investment fund 
shares issued by non-euro area residents, the annual growth rate was 5.7%, 
with quarterly net purchases of €2 billion. 
 

 
 
To read more: 
https://www.ecb.europa.eu/press/pr/stats/icb/html/ecb.icb2021q1~a339
b7b560.en.html 
 

 
 

 
 
 
 
 
 
 
 
 
 

https://www.ecb.europa.eu/press/pr/stats/icb/html/ecb.icb2021q1~a339b7b560.en.html
https://www.ecb.europa.eu/press/pr/stats/icb/html/ecb.icb2021q1~a339b7b560.en.html
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Presentation of the 2020 Annual Report of the Autorité de 
contrôle prudentiel et de résolution (ACPR) 
François Villeroy de Galhau, Governor of the Banque de France, Chairman 
of the ACPR 
 

 
 

Ladies and Gentlemen, 
 
It gives me great pleasure to be with you again for the presentation of the 
2020 Annual Report of the Autorité de contrôle prudentiel et de résolution 
(ACPR –Prudential Supervision and Resolution Authority), in the company 
of the new Vice-Chairman, Jean-Paul Faugère, Dominique Laboureix, 
Secretary General of the ACPR, and Alain Ménéménis, President of the 
Sanctions Committee.  
 
I would first like to pay tribute to the staff at the ACPR – more than 1,050 
men and women whose professionalism is exemplary and recognised – who 
have worked especially hard, both on-site and remotely, to monitor closely 
the effects of the economic crisis on financial stability.  
 
Exactly a year ago, when we were just at the start of the Covid crisis, I 
pointed out to you, in this exact same setting, how vigilant we were being 
and how confident I was, both in the competence of our supervisor and in 
the resilience of the financial system.  
 
Looking back, we haven’t done too badly at all: at this stage, the financial 
risks are, on the whole, under control, thanks to resilient financial 
institutions with solid fundamentals (I). 
 
This reassuring picture should not, however, mask the short-term 
challenges of the emergence from the crisis, and the more structural 
challenges that our financial institutions will face over the coming decade 
(II). 
 
I. Financial institutions have proved more resilient than expected 
during the Covid crisis 
 
Just a short word, to start with, on the situation for insurers, which 
Jean-Paul Faugère will go into in greater depth.  
Despite a fall in profits, France’s insurance sector is holding up well and 
remains the leading market in Europe in terms of balance sheet size: 
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Insurers have managed to keep their solvency ratios on the whole solid, at 
around 243 %, which is one of the highest levels in Europe.  
 
But we need to be careful not to become complacent: the solvency of 
insurers is still a major focus of attention.  
 
Consequently, as one of its control priorities, the ACPR will carry out 
reinforced supervision in 2021, which will take the form of regular, targeted 
interviews, in parallel with the resilience exercises conducted jointly with 
the EIOPA.  
 
French banks, for their part, are continuing to display solid fundamentals, 
thanks to a high level of own funds, which has stabilised at around 15 %: 
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In this respect, the main euro area banks have fortunately defied certain – 
fairly pessimistic – predictions, which forecast that CET1 ratios would have 
deteriorated significantly by the end of 2020. 
 
This better than expected resilience among financial institutions, 
particularly in France, has played a decisive role in determining our 
economy’s capacity to weather the crisis.  
 
Banks already financed three quarters of the European economy, and more 
than 60 % of the French economy. 
 
To read more: 

https://publications.banque-france.fr/sites/default/files/medias/documen
ts/2021.05.28_ra_acpr_mise_en_ligne_en_cl.pdf 
 
 
 
 
 
 
 
 
 

https://publications.banque-france.fr/sites/default/files/medias/documents/2021.05.28_ra_acpr_mise_en_ligne_en_cl.pdf
https://publications.banque-france.fr/sites/default/files/medias/documents/2021.05.28_ra_acpr_mise_en_ligne_en_cl.pdf
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Bundesanstalt für Finanzdienstleistungsaufsicht (BaFin)  

Fewer corporate bonds for retail investors 
 

 
 

Corporate bonds can complement retail investors’ portfolios. Yet a study by 
BaFin has shown that the range of products is shrinking. Recent EU 
regulation could be part of the cause. 
 
Particularly in times of low interest rates, corporate bonds can contribute to 
improving risk diversification in a private investment portfolio. However, a 
study conducted by BaFin has shown that since 2018 retail investors have 
been investing less and less in corporate bonds.  
 
There is a reason for this: many companies do not produce a key 
information document under the Regulation on Key Information 
Documents for Packaged Retail and Insurance-Based Investment Products 
(PRIIPs).  
 
Yet this is a prerequisite for retail investors to be allowed to purchase 
corporate bonds.  
 
The basic intention here was positive: to protect retail investors. But the 
reality is that retail investors are buying fewer corporate bonds – and this 
limits the range of products available to them. 
 
Background 
 
A possible cause for this decline could be the PRIIPs Regulation, which 
came into force on 1 January 2018.  
 
In certain circumstances, corporate bonds can be deemed packaged retail 
investment products (PRIPs) within the meaning of Article 4 no. 1 of the 
PRIIPs Regulation.  
 
You may visit: 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:3201
4R1286&from=EN 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R1286&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R1286&from=EN
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Under Article 5(1) of the PRIIPs Regulation, a PRIIP manufacturer, such as 
a bank, is required to produce and publish a key information document 
(KID) before it is allowed to offer a packaged investment product to retail 
investors.  
 
Furthermore, Article 13(1) of the regulation specifies that anyone who 
advises on or sells such a product must provide retail investors with the 
KID in good time before the customer signs a contract committing to the 
purchase.  
 
To put it simply: no key information document means no packaged retail 
investment product. In Germany, there are sanctions to enforce this. 
 
There are various reasons why companies often do not produce a KID for 
corporate bonds. For one thing, companies are sometimes unwilling to take 
on the extra costs or possible liability risks associated with a KID for new 
issues.  
 
Furthermore, issuers do not produce KIDs for corporate bonds issued 
before the PRIIPs Regulation came into force on 1 January 2018 because 
the costs can outweigh the benefits.  
 
Moreover, third country issuers that do not need to target the European 
retail investment market do not produce a KID either. 
 
Fewer investment options for retail investors 
 
The broad coverage of the PRIIPs regulation consequently reduces the 
investment options available to retail investors. Whether this is beneficial 
to retail investors is therefore questionable. 
 
The Federal Ministry of Finance (BMF) has already recognised the issue. In 
2019 it published a position paper which explained that simple corporate 
bonds, also known as “plain vanilla bonds”, should be exempt from the 
PRIIPs Regulation. BaFin also supports this suggestion.  
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However, the European Commission has not yet acted on it. In order to at 
least reduce the uncertainties on the bond market, BaFin published a 
guidance notice regarding the scope of the PRIIPs Regulation.  
 
With the same intention, the Joint Committee of the European Supervisory 
Authorities published a statement of a similar nature on 24 October 2019. 
 
To read more: 
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/
2021/fa_bj_2104_Unternehmensanleihen_Kleinanleger_en.html 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2021/fa_bj_2104_Unternehmensanleihen_Kleinanleger_en.html
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2021/fa_bj_2104_Unternehmensanleihen_Kleinanleger_en.html
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Acting Comptroller of the Currency Michael J. Hsu Testifies on 
the Condition of the Federal Banking System 
 

 
 

Acting Comptroller of the Currency Michael J. Hsu testified before the U.S. 
House Financial Services Committee on the condition of the federal 
bankings system, the agency’s response to the COVID-19 pandemic, and its 
efforts to promote diversity and inclusion. Mr. Hsu’s testimony also 
included a description of his priorities as head of the Office of the 
Comptroller of the Currency. 
 
Introduction  
 
Chairwoman Waters, Ranking Member McHenry, and members of the 
Committee, I am pleased to provide an update on the activities underway at 
the Office of the Comptroller of the Currency (OCC) to ensure that national 
banks and federal savings associations operate in a safe, sound, and fair 
manner.  
 
Throughout the pandemic, the OCC has placed a priority on the health and 
safety of its workforce and taken steps to safeguard employees while 
maintaining their ability to ensure that the banks we supervise meet the 
objectives of our mission.  
 
The banks have played an important part in our nation’s ongoing response 
to the COVID pandemic by providing essential banking services and needed 
capital and by extending credit to hundreds of millions of households and 
businesses.  
 
Last week I was sworn in as Acting Comptroller of the Currency. It is a 
tremendous honor to work with the 3,500 dedicated professionals of the 
OCC.  
 
I appreciate the confidence Secretary Yellen has shown in me by appointing 
me to this important post. I am looking forward to building on the agency’s 
long history and rich heritage.  
 
I am a career public servant and a bank supervisor at my core. My 
experiences at the Securities and Exchange Commission, U.S. Department 
of the Treasury, International Monetary Fund, and the Board of Governors 
of the Federal Reserve System over the past 19 years have spanned periods 
of growth, crisis, reform, and recovery.  
 
I have seen firsthand the benefits that financial innovation and healthy 
competition can bring, as well as the harm that excessive risk taking, 
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ineffective risk management, poor internal controls and lax compliance can 
inflict on families and businesses, the banking system, and the economy.  
 
I am proud to have worked alongside some of the smartest and most 
dedicated public servants in the world to repair and restore confidence in 
the financial system so that consumers, businesses, and communities can 
save, borrow, and participate in the economy.  
 
Promoting fairness and inclusion in banking is a fundamental part of the 
OCC’s mission.  
 
The events of the past year have compelled me and many others to consider 
whether we are achieving fairness across many aspects of society, including 
banking.  
 
I look forward to working with members of the committee, fellow 
regulators, community groups, banks, academics, and the staff of the OCC 
to ensure that the banking system works for everybody, especially those 
who are vulnerable, underserved, and unbanked.  
 
My testimony today is focused on my priorities for the OCC and the review 
of key regulatory standards and pending actions that I immediately 
initiated upon taking office. 
 
To read more: 

https://www.occ.treas.gov/news-issuances/congressional-testimony/2021
/ct-occ-2021-56-written.pdf 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://www.occ.treas.gov/news-issuances/congressional-testimony/2021/ct-occ-2021-56-written.pdf
https://www.occ.treas.gov/news-issuances/congressional-testimony/2021/ct-occ-2021-56-written.pdf
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Testimony before the Senate Committee on Banking, Housing 
and Urban Affairs 
Kenneth A. Blanco, Director, Financial Crimes Enforcement Network 
 

 
 

Chairman Crapo, Ranking Member Brown, Members of the Committee, 
thank you for having me here today to discuss eliminating anonymous shell 
corporations by collecting beneficial ownership information in order to 
preserve our national security and protect our people from harm. 
 
A Russian arms dealer nicknamed the "The Merchant of Death," who sold 
weapons to a terrorist organization intent on killing Americans. Executives 
from a supposed investment group that perpetrated a Ponzi scheme that 
defrauded more than 8,000 investors, most of them elderly, of over $1 
billion. A complex nationwide criminal network that distributed oxycodone 
by flying young girls and other couriers carrying pills all over the United 
States.  
 
A New York company that was used to conceal Iranian assets, including 
those designated for providing financial services to entities involved in 
Iran’s nuclear and ballistic missile program. A former college athlete who 
became the head of a gambling enterprise and a violent drug kingpin who 
sold recreational drugs and steroids to college and professional football 
players. A corrupt Venezuelan treasurer who received over $1 billion in 
bribes. 
 
These crimes are very different, as are the dangers they pose and the 
damage caused to innocent and unsuspecting people. The defendants and 
bad actors come from every walk of life and every corner of the globe. The 
victims—both direct and indirect—include Americans exposed to terrorist 
acts; elderly people losing life savings; a young mother becoming addicted 
to opioids; a college athlete coerced to pay extraordinary debts by violent 
threats; and an entire country driven to devastation by corruption. But all 
these crimes have one thing in common: shell corporations were used to 
hide, support, prolong, or foster the crimes and bad acts committed against 
them.  
 
These criminal conspiracies thrived at least in part because the perpetrators 
could hide their identities and illicit assets behind shell companies. Had 
beneficial ownership information been available, and more quickly 
accessible to law enforcement and others, it would have been harder and 
more costly for the criminals to hide what they were doing. Law 
enforcement could have been more effective and efficient in preventing 
these crimes from occurring in the first place, or could have intercepted 
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them sooner and prevented the scope of harm these criminals caused from 
spreading. 
 
Financial sanctions could have been leveraged sooner to disrupt global 
threats, block assets within U.S. jurisdiction, identify sanctions evaders, 
and incentivize behavior change. With clearer information on the actors 
behind front companies, the efficacy of the Office of Foreign Assets 
Control’s (OFAC) sanctions and the Financial Crimes Enforcement 
Network’s (FinCEN) anti-money laundering authorities would improve, 
enabling us to more effectively secure our nation and achieve our foreign 
policy goals.   
 
Case Examples 
 
Viktor Bout was engaged in international arms trafficking for many years, 
arming some of the most violent conflicts around the globe. Known as "The 
Merchant of Death," Bout was finally apprehended when he agreed to sell 
millions of dollars’ worth of weapons to confidential informants 
representing they were acting on behalf of the Fuerzas Armadas 
Revolucionarias de Colombia (the "FARC"), a U.S. designated terrorist 
organization, with the specific understanding that the weapons were to be 
used to attack U.S. helicopters in Colombia.  
 
Specifically, he agreed to sell 700-800 surface-to-air missiles, over 20,000 
AK-47 firearms, 10 million rounds of ammunition, five tons of C-4 plastic 
explosives, "ultralight" airplanes outfitted with grenade launchers, and 
unmanned aerial vehicles. To support his vast arms dealing business, Bout 
incorporated at least twelve shell corporations in Texas, Florida, and 
Delaware. 
 
Robert Shapiro, owner of Woodbridge Group of Companies LLC, and his 
former Directors of Investments were charged with orchestrating a massive 
Ponzi scheme from 2012 to 2017. They promoted speculative and 
fraudulent securities to potential investors, targeting elderly investors who 
had Individual Retirement Accounts ("IRAs") through high-pressure sales 
tactics, deception, material misrepresentations, and investor manipulation.  
 
Shapiro and his group were responsible for fraudulently stealing $1.2 
billion from more than 8,000 retail investors, most of them elderly retirees. 
At one point, Shapiro and his co-conspirators had approximately 600 
employees working for them, and used roughly 100 U.S. shell corporations 
to hide assets and further their Ponzi scheme. 
 
Kingsley Iyare Osemwengie and 17 other co-conspirators used call girls, 
couriers, commercial carriers, and the U.S. mail to distribute oxycodone 
pills all over the United States, thereby contributing to our current opioid 
addiction epidemic. More than 70 couriers took nearly 800 flights to 40 
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different U.S. cities that the conspiracy used to move drugs and money. 
Osemwengie and other co-conspirators netted millions of dollars of drug 
proceeds that allowed them to live opulent lifestyles. They maintained 
luxury residences in Las Vegas, Nevada, and Miami, Florida and drove 
high-end automobiles, including two Mercedes-Benzes and four Bentleys. 
Osemwengie’s complex oxycodone network hid the source of their income 
behind several U.S. shell companies. 
 
Bank Melli, a bank owned and run by the Government of Iran that was 
designated under a counter-proliferation authority and now is subject to 
counterterrorism sanctions, hid the fact that it owned and operated a 
skyscraper on Manhattan’s Fifth Avenue generating millions upon millions 
of dollars for the Iranian government and its malign activities, right under 
the nose of U.S. authorities. Bank Melli violated U.S. sanctions by, among 
other things, creating two shell companies in New York to generate revenue 
for the Iranian regime. 
 
Owen Hanson, leader of the violent "ODOG Enterprise," operated an 
international drug trafficking, gambling, and money laundering enterprise 
in the United States, Central and South America, and Australia from 2012 
to 2016. Hanson trafficked hundreds of kilograms of cocaine, heroin, 
methamphetamine, MDMA ("ecstasy"), anabolic steroids, and Human 
Growth Hormone ("HGH"), including to numerous professional athletes, 
earning millions of dollars in illegal proceeds.  
 
He also operated a vast illegal gambling operation focused on high-stakes 
wagers placed on sporting events, using threats and violence against his 
gambling and drug customers to force compliance. Hanson set up 
numerous domestic shell companies to launder the proceeds of his crimes, 
hide assets, and continue his criminal enterprise. 
 
Alejandro Andrade Cedeno, a former Venezuelan national treasurer, 
received over $1 billion in bribes from co-conspirators in exchange for 
using his position as Venezuelan national treasurer to select them to 
conduct currency exchange transactions at favorable rates for the 
Venezuelan government. He received cash as well as private jets, yachts, 
cars, homes, champion horses, and high-end watches from his 
co-conspirators.  
 
As part of his plea agreement, Andrade agreed to a forfeiture money 
judgment of $1 billion and forfeiture of all assets involved in the corrupt 
scheme, including real estate, vehicles, horses, watches, aircraft, and bank 
accounts. This corrupt Venezuelan public official funneled the proceeds of 
his bribery to U.S. shell companies.  
 
Impact on National Security and Safety of Citizens 
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Stories of ordinary people and taxpayers victimized by criminals exploiting 
and hiding behind the secrecy of shell companies are all too common. 
Opaque corporate structures such as shell corporations facilitate 
anonymous access to the financial system for every type of criminal and 
terrorist activity.  
 
Narcotraffickers, corrupt leaders, rogue states, terrorists, and fraudsters of 
all kinds establish domestic shell companies to mask and further criminal 
activity, to invest and buy assets with illicit proceeds, and to prevent law 
enforcement and others from efficiently and effectively investigating tips or 
leads. We recognize that corporations, limited liability companies, 
partnerships, and other entity structures play a vital role in domestic and 
global commerce, but they are also vulnerable to abuse, and currently pose 
a gap—a dangerous gap—in our national security apparatus that we need to 
address. 
 
FinCEN’s recent Customer Due Diligence Final Rule (CDD rule), which 
requires the collection of beneficial ownership information when opening 
an account at a bank or other financial institution, is but one critical step 
toward closing this national security gap. The second critical step in closing 
this national security gap is collecting beneficial ownership information at 
the corporate formation stage. 
 
One of the most effective ways to deter criminals and to stem the harms 
that flow from their actions—including harm to American citizens and our 
financial system—is to follow the money, expose illicit activity, and prevent 
networks from operating undetected or secretly benefiting from the 
enormous power of our economy and financial system.  
 
Identifying and disrupting illicit financial networks not only assists in the 
prosecution of criminal activity of all kinds, but also allows law enforcement 
to halt and dismantle criminal organizations and other bad actors before 
they harm our citizens or our financial system. 
 
It also allows us to use economic statecraft to expose and dissuade 
nefarious activity that threatens our country and the integrity of the global 
financial system, including through OFAC’s sanctions and FinCEN’s 
authorities, such as identifying primary money laundering concerns under 
Section 311 of the USA PATRIOT Act.  
 
Money laundering and its associated crimes and bad acts undermines the 
rule of law and our democracy because it supports and rewards corruption 
and other crimes, allowing it to grow and fester. As such, our efforts to 
combat money laundering directly affect the safety and security of the 
American public, the stability of our nation, and its national security. 
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As a former State and Federal prosecutor, I know firsthand how difficult it 
is to trace assets hidden through a variety of legal entities. To determine the 
true owner of a shell company or front company in the United States today 
requires law enforcement to undertake a time-consuming and 
resource-intensive process.  
 
It often requires human source information, grand jury subpoenas, 
surveillance operations, witness interviews, search warrants, and foreign 
legal assistance requests to get behind the outward facing structure of these 
shell companies. This takes an enormous amount of time—time that could 
be used to further other important and necessary aspects of an 
investigation—and wastes resources, or prevents investigators from getting 
to other equally important investigations. The collection of beneficial 
ownership information at the time of company formation would 
significantly reduce the amount of time currently required to research who 
is behind anonymous shell companies, and at the same time, prevent the 
flight of assets and the destruction of evidence.  
 
Global Impact 
 
As cross-border crime continues to proliferate—and it is most certainly 
proliferating—our efforts to combat the most sophisticated white-collar and 
cyber criminals require law enforcement to work with our partners all over 
the world to seek the evidence and witnesses necessary to build their cases. 
We need to collaborate with our foreign counterparts, not only to 
investigate crimes that have been committed and to cooperate on sanctions, 
but also to intercept ongoing crimes and to prevent crimes from occurring 
in the first place.  
 
We must be nimble in order to coordinate quickly, effectively, and fluently 
with our counterparts abroad. Criminals and other bad actors do not have 
borders and do not comport with the rule of law. To combat them, we need 
to work seamlessly with our foreign counterparts in a way that is efficient 
and effective. 
 
Just as we receive significant assistance from our foreign partners in our 
investigations and prosecutions, we too must provide significant assistance 
to them in researching the beneficial owners of U.S. shell companies. This 
coordination is especially important when crimes are being planned by 
overseas actors targeting victims in the United States, or when bad actors 
use our financial system or opaque corporate structures to victimize people 
globally, including in the United States.  
 
The bottom line is that we need our foreign partners to have important 
information in a timely way, in order to stop and arrest criminals overseas 
to prevent harm caused to us here at home. This balanced model of 
reciprocity in information sharing is a vital tool in modern 
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prosecution—whether the prosecutor is sitting in the United States, Europe, 
South America or elsewhere. 
 
However, identifying beneficial ownership information in the United States 
can only be achieved today through a long, drawn-out process with many 
hoops, twists, and turns. This often dissuades some of our partners 
overseas from working with us. Indeed, the Financial Action Task Force 
(FATF)—a global inter-governmental body responsible for developing and 
promoting policies to protect the global financial system against money 
laundering and other threats, composed of thirty eight members, including 
all the G-7 countries and our most reliable partners—recognized and 
highlighted in the 2016 Mutual Evaluation this issue as one of the most 
critical gaps in the United States’ compliance with its standards. FATF 
noted that the lack of beneficial ownership information significantly slows 
investigations because determining the true ownership of bank accounts 
and other assets often requires that law enforcement undertake a 
time-consuming and resource-intensive process.  
 
While we have since implemented customer due diligence requirements, 
more must be done. Collecting beneficial ownership information at 
company formation would assist us and our foreign partners as we 
collaborate to stop criminals, seize and forfeit illicit assets, and protect the 
public. 
 
As more and more of our allies begin to collect beneficial ownership 
information at the incorporation stage in their countries and make it 
accessible to law enforcement, the U.S. risks becoming a safe haven for bad 
actors looking to hide their assets. As Americans, we have always led in the 
areas of rule of law, security, and law enforcement. Our failure to lead here 
is perplexing to the global community that has come to rely on and expect 
our leadership.  
 
Conclusion 
 
In conclusion, the time to address this important issue is now. As Treasury 
Secretary Mnuchin has stated several times in Congressional testimony, 
beneficial ownership information at corporate formation is an important 
issue to the Department of the Treasury.  
 
It is critical for the security of our nation and its citizens that Congress act 
to eliminate one of the most useful tools used by criminals to perpetrate 
their crimes, hide their proceeds, and subvert law enforcement. That is why 
we appreciate this Committee’s work on this issue, and we hope to work 
with Congress on developing a bipartisan solution to collecting this 
important information to protect our national security and the people of 
our nation. I am happy to take any questions you may have. 
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Private money and central bank money as payments go digital - 
an update on CBDCs 
Lael Brainard, Member of the Board of Governors of the Federal Reserve 
System, at the Consensus by CoinDesk 2021 Conference, Washington DC 
 

 
 

Technology is driving dramatic change in the U.S. payments system, which 
is a vital infrastructure that touches everyone. 
 
The pandemic accelerated the migration to contactless transactions and 
highlighted the importance of access to safe, timely, and low-cost payments 
for all.  
 
With technology platforms introducing digital private money into the U.S. 
payments system, and foreign authorities exploring the potential for 
central bank digital currencies (CBDCs) in cross-border payments, the 
Federal Reserve is stepping up its research and public engagement on 
CBDCs.  
 
As Chair Powell discussed last week, an important early step on public 
engagement is a plan to publish a discussion paper this summer to lay out 
the Federal Reserve Board's current thinking on digital payments, with a 
particular focus on the benefits and risks associated with CBDC in the U.S. 
context. 
 
Sharpening the Focus on CBDCs 
 
Four developments—the growing role of digital private money, the 
migration to digital payments, plans for the use of foreign CBDCs in 
cross-border payments, and concerns about financial exclusion—are 
sharpening the focus on CBDCs. 
 
First, some technology platforms are developing stablecoins for use in 
payments networks. 
 
A stablecoin is a type of digital asset whose value is tied in some way to 
traditional stores of value, such as government-issued, or fiat, currencies or 
gold.  
 
Stablecoins vary widely in the assets they are linked to, the ability of users 
to redeem the stablecoin claims for the reference assets, whether they allow 
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unhosted wallets, and the extent to which a central issuer is liable for 
making good on redemption rights.  
 
Unlike central bank fiat currencies, stablecoins do not have legal tender 
status.  
 
Depending on underlying arrangements, some may expose consumers and 
businesses to risk.  
 
If widely adopted, stablecoins could serve as the basis of an alternative 
payments system oriented around new private forms of money.  
 
Given the network externalities associated with achieving scale in 
payments, there is a risk that the widespread use of private monies for 
consumer payments could fragment parts of the U.S. payment system in 
ways that impose burdens and raise costs for households and businesses.  
 
A predominance of private monies may introduce consumer protection and 
financial stability risks because of their potential volatility and the risk of 
run-like behavior.  
 
Indeed, the period in the nineteenth century when there was active 
competition among issuers of private paper banknotes in the United States 
is now notorious for inefficiency, fraud, and instability in the payments 
system. 
 
It led to the need for a uniform form of money backed by the national 
government. 
 
Second, the pandemic accelerated the migration to digital payments. Even 
before the pandemic, some countries, like Sweden, were seeing a 
pronounced migration from cash to digital payments. 
 
To the extent that digital payments crowd out the use of cash, this raises 
questions about how to ensure that consumers retain access to a form of 
safe central bank money.  
 
In the United States, the pandemic led to an acceleration of the migration to 
digital payments as well as increased demand for cash.  
 
While the use of cash spiked at certain times, there was a pronounced shift 
by consumers and businesses to contactless transactions facilitated by 
electronic payments. 
 
The Federal Reserve remains committed to ensuring that the public has 
access to safe, reliable, and secure means of payment, including cash.  
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As part of this commitment, we must explore—and try to anticipate—the 
extent to which households' and businesses' needs and preferences may 
migrate further to digital payments over time. 
 
Third, some foreign countries have chosen to develop and, in some cases, 
deploy their own CBDC.  
 
Although each country will decide whether to issue a CBDC based on its 
unique domestic conditions, the issuance of a CBDC in one jurisdiction, 
along with its prominent use in cross-border payments, could have 
significant effects across the globe.  
 
Given the potential for CBDCs to gain prominence in cross-border 
payments and the reserve currency role of the dollar, it is vital for the 
United States to be at the table in the development of cross-border 
standards. 
 
Finally, the pandemic underscored the importance of access to timely, safe, 
efficient, and affordable payments for all Americans and the high cost 
associated with being unbanked and underbanked.  
 
While the large majority of pandemic relief payments moved quickly via 
direct deposits to bank accounts, it took weeks to distribute relief payments 
in the form of prepaid debit cards and checks to households who did not 
have up-to-date bank account information with the Internal Revenue 
Service.  
 
The challenges of getting relief payments to these households highlighted 
the benefits of delivering payments more quickly, cheaply, and seamlessly 
through digital means. 
 
Policy Considerations 
 
In any assessment of a CBDC, it is important to be clear about what benefits 
a CBDC would offer over and above current and emerging payments 
options, what costs and risks a CBDC might entail, and how it might affect 
broader policy objectives.  
 
I will briefly discuss several of the most prominent considerations. 
 
Preserve general access to safe central bank money 
 
Central bank money is important for payment systems because it 
represents a safe settlement asset, allowing users to exchange central bank 
liabilities without concern about liquidity and credit risk.  
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Consumers and businesses don't generally consider whether the money 
they are using is a liability of the central bank, as with cash, or of a 
commercial bank, as with bank deposits.  
 
This is largely because the two are seamlessly interchangeable for most 
purposes owing to the provision of federal deposit insurance and banking 
supervision, which provide protection for consumers and businesses alike.  
 
It is not obvious that new forms of private money that reference fiat 
currency, like stablecoins, can carry the same level of protection as bank 
deposits or fiat currency.  
 
Although various federal and state laws establish protections for users, 
nonbank issuers of private money are not regulated to the same extent as 
banks, the value stored in these systems is not insured directly by the 
Federal Deposit Insurance Corporation, and consumers may be at risk that 
the issuer will not be able to honor its liabilities.  
 
New forms of private money may introduce counterparty risk into the 
payments system in new ways that could lead to consumer protection 
threats or, at large scale, broader financial stability risks. 
 
In contrast, a digital dollar would be a new type of central bank money 
issued in digital form for use by the general public. By introducing safe 
central bank money that is accessible to households and businesses in 
digital payments systems, a CBDC would reduce counterparty risk and the 
associated consumer protection and financial stability risks. 
 
Improve efficiency 
 
One expected benefit is that a CBDC would reduce or even eliminate 
operational and financial inefficiencies, or other frictions, in payments, 
clearing, and settlement.  
 
Today, the speed by which consumers and businesses can access the funds 
following a payment can vary significantly, up to a few days when relying on 
certain instruments, such as a check, to a few seconds in a real-time 
payments system.  
 
Advances in technology, including the use of distributed ledgers and smart 
contracts, may have the potential to fundamentally change the way in which 
payment activities are conducted and the roles of financial intermediaries 
and infrastructures.  
 
The introduction of a CBDC may provide an important foundation for 
beneficial innovation and competition in retail payments in the United 
States. 
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Most immediately, we are taking a critical step to build a strong foundation 
with the introduction of the FedNowSM Service, a new instant payments 
infrastructure that is scheduled to go into production in two years.  
 
The FedNow Service will enable banks of every size and in every community 
across America to provide safe and efficient instant payment services 
around the clock, every day of the year.  
 
Through the banks using the service, consumers and businesses will be able 
to send and receive payments conveniently, such as on a mobile device, and 
recipients will have full access to funds immediately. 
 
Promote competition and diversity and lower transactions costs 
 
Today, the costs of certain retail payments transactions are high and not 
always transparent to end users. 
 
Competition among a diversity of payment providers and payment types 
has the potential to increase the choices available to businesses and 
consumers, reduce transactions costs, and foster innovation in end-user 
services, although it could also contribute to fragmentation of the current 
payments system.  
 
By providing access to a digital form of safe central bank money, a CBDC 
could provide an important foundation on which private-sector 
competition could flourish. 
 
Reduce cross-border frictions 
 
Cross-border payments, such as remittances, represent one of the most 
compelling use cases for digital currencies.  
 
The intermediation chains for cross-border payments are notoriously long, 
complex, costly, and opaque.  
 
Digitalization, along with a reduction in the number of intermediaries, 
holds considerable promise to reduce the cost, opacity, and time required 
for cross-border payments.  
 
While the introduction of CBDCs may be part of the solution, international 
collaboration on standard setting and protections against illicit activity will 
be required in order to achieve material improvements in cost, timeliness, 
and transparency. 
 
We are collaborating with international colleagues through the Bank for 
International Settlements, Committee on Payments and Market 
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Infrastructures, and the G7 to ensure the U.S. stays abreast of 
developments related to CBDC abroad.  
 
We are engaging in several international efforts to improve the 
transparency, timeliness, and cost-effectiveness of cross-border payments. 
It will be important to be engaged at the outset on the development of any 
international standards that may apply to CBDCs, given the dollar's 
important role as a reserve currency. 
 
Complement currency and bank deposits 
 
A guiding principle for any payments innovation is that it should improve 
upon the existing payments system. Consumers have access to reliable 
money in the forms of private bank accounts and central bank issued 
currency, which form the underpinnings of the current retail payments 
system. The design of any CBDC should complement and not replace 
currency and bank accounts. 
 
Preserve financial stability and monetary policy transmission 
 
The introduction of a CBDC has the potential to have wide-reaching effects, 
and there are open questions about how CBDC could affect financial 
stability and monetary policy transmission.  
 
Some research indicates that the introduction of a CBDC might raise the 
risk of a flight out of deposits at weak banks in favor of CBDC holdings at 
moments of financial stress. 
 
Other research indicates that the increase in competition could result in 
more attractive terms on transactions accounts and an overall increase in 
banking system deposits. 
 
Banks play a critical role in credit intermediation and monetary policy 
transmission, as well as in payments.  
 
Thus, the design of any CBDC would need to include safeguards to protect 
against disintermediation of banks and to preserve monetary policy 
transmission more broadly.  
 
While it is critical to consider the ways in which a CBDC could introduce 
risks relative to the current payments system, it may increase resilience 
relative to a payments system where private money is prominent. 
 
Protect privacy and safeguard financial integrity 
 
The design of any CBDC would need to both safeguard the privacy of 
households' payments transactions and prevent and trace illicit activity to 
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maintain the integrity of the financial system, which will require the digital 
verification of identities.  
 
There are a variety of approaches to safeguarding the privacy of payments 
transactions while also identifying and preventing illicit activity and 
verifying digital identities.  
 
Addressing these critical objectives will require working across government 
agencies to assign roles and responsibilities for preventing illicit 
transactions and clearly establishing how consumer financial data would be 
protected. 
 
Increase financial inclusion 
 
Today 5.4 percent of American households lack access to bank accounts and 
the associated payment options they offer, and a further 18.7 percent were 
underbanked as of 2017. 
 
The lack of access to bank accounts imposes high burdens on these 
households, whose financial resilience is often fragile.  
 
At the height of the pandemic, the challenges associated with getting relief 
payments to hard-to-reach households highlighted that it is important for 
all households to have transactions accounts.  
 
The Federal Reserve's proposals for strengthening the Community 
Reinvestment Act emphasize the value of banks providing cost-free, 
low-balance accounts and other banking services targeted to underbanked 
and unbanked communities. 
 
And a core goal of FedNow is to provide ubiquitous access to an instant 
payments system via depository institutions. 
 
CBDC may be one part of a broader solution to the challenge of achieving 
ubiquitous account access. 
 
Depending on the design, CBDC may have the ability to lower transaction 
costs and increase access to digital payments. In emergencies, CBDC may 
offer a mechanism for the swift and direct transfer of funds, providing rapid 
relief to those most in need.  
 
A broader solution to financial inclusion would also need to address any 
perceived barriers to maintaining a transaction account, along with the 
need to maintain up-to-date records on active accounts to reach a large 
segment of the population. 
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To explore these broader issues, the Federal Reserve is undertaking 
research on financial inclusion. The Federal Reserve Bank of Atlanta is 
launching a public–private sector collaboration as a Special Committee on 
Payments Inclusion to ensure that cash-based and vulnerable populations 
can safely access and benefit from digital payments. 
 
This work is complemented by a new Federal Reserve Bank of Cleveland 
initiative to explore the prospects for CBDC to increase financial inclusion. 
The initiative will identify CBDC design features and delivery approaches 
focused on expanding access to individuals who do not currently use 
traditional financial services. 
 
Technology Considerations 
 
Multidisciplinary teams at the Federal Reserve are investigating the 
technological and policy issues associated with digital innovations in 
payments, clearing, and settlement, including the benefits and risks 
associated with a potential U.S. CBDC.  
 
For example, the TechLab group at the Federal Reserve Board is 
performing hands-on research and experimentation on potential future 
states of money, payments, and digital currencies.  
 
A second group, the Digital Innovations Policy program, is considering a 
broad range of policy issues associated with the rise of digital payments, 
including the potential benefits and risks associated with CBDC. 
 
To deepen our research on the technological design of a CBDC, the Federal 
Reserve Bank of Boston is partnering with Massachusetts Institute of 
Technology's (MIT) Digital Currency Initiative on Project Hamilton to build 
and test a hypothetical digital currency platform using leading edge 
technology design options. 
 
This work aims to research the feasibility of the core processing of a CBDC, 
while remaining agnostic about a range of policy decisions.  
MIT and the Boston Fed plan to release a white paper next quarter that will 
document the ability to meet goals on throughput of geographically 
dispersed transactions with core processing and create an open source 
license for the code.  
 
Subsequent work will explore how addressing additional requirements, 
including resiliency, privacy, and anti-money-laundering features, will 
impact core processing performance and design. 
 
Banking Activities 
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Research and experimentation are also occurring at supervised banking 
institutions to explore new technology to enhance their own operations and 
in response to demands from their clients for services such as custody of 
digital assets.  
 
While distributed ledger technology may have the potential to improve 
efficiencies, increase competition, and lower costs, digital assets pose 
heightened risks such as those related to Bank Secrecy Act/anti-money 
laundering, cybersecurity, price volatility, privacy, and consumer 
compliance.  
 
The Federal Reserve is actively monitoring developments in this area, 
engaging with the industry and other regulators, and working to identify 
any regulatory, supervisory, and oversight framework gaps.  
 
Given that decisions at one banking agency can have implications for the 
other agencies, it is important that regulators work together to develop 
common approaches to ensure that banks are appropriately identifying, 
monitoring, and managing risks associated with digital assets. 
 
Public Engagement 
 
In light of the growing role of digital private money in the broader 
migration to digital payments, the potential use of foreign CBDCs in 
cross-border payments, and the importance of financial inclusion, the 
Federal Reserve is stepping up its research and public engagement on a 
digital version of the U.S. dollar.  
 
Members of Congress and executive agencies are similarly exploring this 
important issue. As noted above, to help inform these efforts, the Federal 
Reserve plans to issue a discussion paper to solicit public comment on a 
range of questions related to payments, financial inclusion, data privacy, 
and information security, with regard to a CBDC in the U.S. context. 
The Federal Reserve remains committed to ensuring a safe, inclusive, 
efficient, and innovative payments system that works for all Americans. 
 
To read more: 

https://www.federalreserve.gov/newsevents/speech/brainard20210524a.h
tm 
 
 
 
 

 
 
 

https://www.federalreserve.gov/newsevents/speech/brainard20210524a.htm
https://www.federalreserve.gov/newsevents/speech/brainard20210524a.htm
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The money laundering business – making dirty money look clean 
How criminals use banks to launder money and how good banks are at 
protecting themselves from such criminal activities. 
 

 
 

Thomas B. runs a restaurant, but business is not exactly thriving. Five 
tables and only a handful of guests at the best of times. Yet astonishingly 
enough he is still able to pay in huge amounts of cash at his bank every 
Monday and Thursday. Not only friends and neighbours find this a little 
surprising. The bank employee is equally puzzled whenever B. turns up at 
the bank in a glamorous limousine. 
 
He broaches the subject with the customer, curious to know how it is that B. 
regularly pays in such high amounts of money when he has hardly any 
guests. The bank steps into action in response to a kind of warning system 
set up by credit institutions in order to track down suspicious transactions. 
 
By now, Thomas B. should be feeling nervous, because the money did not 
come from his restaurant’s culinary delights but from a thriving drug trade. 
For a long time, his main problem has been finding ways to dispose of all 
that cash and channel the illicit funds into the legal economic system 
without attracting attention. 
 
This is where the restaurant comes into play. The only reason he is running 
it is to conceal the source of his income and make the dirty money look 
clean. There is just one thing he overlooked – huge earnings and a poorly 
frequented restaurant simply do not add up. The bank noted this 
discrepancy, and reported it to the Financial Intelligence Unit (FIU) of the 
German customs authorities. 
 
This case is purely fictional, but things like this do happen, time and again. 
And the channels through which the funds flow are often far more 
convoluted and difficult to trace.  
 
Al Capone and his laundromats 
 
Al Capone was the first to launder money in this way, but not with 
restaurants. The legendary gangster invested the profits from criminal 
activities such as prostitution, racketeering, illegal gambling and alcohol 
trading in a whole chain of laundromats. Capone, who it is claimed never 
had a bank account, managed to conceal his proceeds by maintaining that 
they were earnings from the laundromats. 
 
Whether this is fact or mere fiction is unclear. When asked about the source 
of his earnings at the trial in Chicago in 1931, Capone allegedly replied that 
he was “in the laundering business”. In any case, it is safe to say that he was 
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probably the first to coin the term “money laundering”. Although this ploy 
failed to spare him a term in prison, he was not sentenced for murder or 
blackmail – none of which could be proved against him – but for tax 
evasion. 
 
Nowadays, criminal investigators have more efficient tools for exposing 
tricks of this kind, thanks not least to BaFin and the FIU. Banks are obliged 
to notify the FIU if they regard customers or payments as suspicious. The 
FIU follows up on these suspicious transaction reports (STRs) and analyses 
them. 
 
Money laundering prevention during the pandemic 
 
BaFin for its part is responsible for monitoring whether the institutions of 
the financial sector under its supervision are adequately protecting 
themselves against being abused for money laundering purposes.  
 
Normally, teams from BaFin travel to the institutions in order to gain an 
impression on-site of the quality of the institutions’ anti-money laundering 
(AML) measures. This has become much more difficult since the outbreak 
of the coronavirus pandemic. 
 
But cancelling the inspections because of the pandemic was out of the 
question. “From April 2020, we initially conducted our inspections by 
telephone and then very quickly developed remote solutions which could 
also be used when working from home“, explained Dr Thorsten Pötzsch, 
BaFin’s Chief Executive Director also responsible for money laundering 
prevention.  
 
Following a brief period in the summer, when it was possible to conduct 
on-site inspections at least subject to certain restrictions, remote 
inspections then became the norm.  
 
The usual difficulties with lines engaged or microphones and cameras not 
working properly had been overcome by then and the inspection priorities 
adapted to take account of a remote working environment. For example, the 
main focus was placed on risk analysis, questions regarding the AML officer 
functions and the STR procedure. 
 
BaFin tracks down errors 
 
The inspections were successful. BaFin detected errors, particularly in the 
institutions’ risk analyses, some of which were serious. The institutions had 
failed to correctly determine and evaluate AML risks.  
 



P a g e  | 50 

Basel iii Compliance Professionals Association (BiiiCPA)  

BaFin’s supervisors also identified shortcomings in the suspicious 
transactions reported by the institutions, although these were generally less 
serious.  
 
Moreover, many institutions had failed to document cases in accordance 
with the specifications under the German Money Laundering Act 
(Geldwäschegesetz – GwG), which made it difficult for BaFin to understand 
why certain decisions were taken. 
 
At some institutions, BaFin examined the procedure for establishing and 
verifying the identity of customers, which is crucial in the prevention of 
money laundering.  
 
It transpired that the institutions had made errors here, too, albeit less 
when identifying the customers themselves than when establishing the 
identity of beneficial owners, or persons used by a customer as a 
representative or messenger for the bank.  
 
But errors had also been made in the identification procedure for politically 
exposed persons (PEPs). This group of persons includes heads of state, 
heads of government, ministers, members of the European Commission, 
members of parliament and constitutional judges to whom particularly 
strict AML provisions apply.  
 
The inspections also revealed that a number of institutions had failed to 
update their customer data in due time. A by-product of the inspections was 
the realisation that many institutions were saving money in the wrong 
places and should be investing more in IT and in staff. 
 
“Not all institutions are where they should be“, said Pötzsch, but an 
awareness for money laundering has been developed. There has been a 
sharp rise in the number of suspicious transactions reported to the FIU in 
recent years, with more than 90 percent of these reports deriving from 
those sections of the financial sector under BaFin’s supervision. Pötzsch 
notes that institutions and authorities have become more vigilant. “All 
parties involved are now also far better networked within Germany“, he 
adds, referring to the Anti Financial Crime Alliance (AFCA).  
 
BaFin, the FIU and 14 banks have joined forces in this alliance to address 
the problem of money laundering (see expert article on the BaFin website 
dated 18 November 2019). 
Plans for the times after the pandemic 
 
When asked how BaFin expects the inspections to be conducted this year, 
Pötzsch gave a cautious response. “We don’t know how the pandemic will 
develop and when we will be able to conduct on-site inspections again. One 
thing is certain – in 2020, we were unable to inspect all the priority areas in 
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the way we had intended. But nothing will be omitted.“ BaFin will also deal 
in-depth with a number of issues, in particular the crypto currency business 
of institutions, the money-remittance business and the procedure for 
reporting suspicious transactions. 
 
BaFin is therefore still conducting its inspections off-site and is unlikely, as 
things currently stand, to return completely to the old system of 
inspections.  
 
On the one hand, the teams prefer to be present in the institutions’ offices 
as they find the personal contact with the employees important.  
 
On the other hand, the pandemic has shown that remote inspections are 
possible.  
 
There is one other positive aspect to consider – the teams do not need to 
travel anywhere and they have more time for the actual inspection. Pötzsch 
could therefore envisage combining the two forms of inspection in the 
future – depending on the risk of the institution and inspection priorities. 
 
Money laundering prevention across the EU 
 
The EU Commission plans to present several proposals for more effective 
joint action against money laundering in Europe. The proposals are 
expected to mainly concern the enforcement of standard rules applicable 
throughout the entire EU. There is also talk of setting up a central European 
anti-money laundering supervisor.  
 
“What we need is a truly harmonised European legal framework – a 
regulation that is directly applicable, not just directives that grant the 
member states too much leeway for implementation, as in the past”, said 
Pötzsch.  
 
A patchwork of supervisory practices will not adequately equip supervisors 
to combat money laundering effectively, much less prevent it.  
 
The Chief Executive Director is confident that the negotiations will be 
completed by the end of 2022 and that the regulation will be approved and 
the legal foundations thus laid for a European anti-money laundering 
authority. 
 
To read more: 

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/
2021/fa_bj_2103_GW_Fallkonstellationen_en.html 
 

 

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2021/fa_bj_2103_GW_Fallkonstellationen_en.html
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2021/fa_bj_2103_GW_Fallkonstellationen_en.html
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Inflation Considerations and the Monetary Policy Responses 
Charlie L. Evans, President & CEO, Federal Reserve Bank of Chicago 
2021 Bank of Japan–Institute for Monetary and Economic Studies 
Conference, Adapting to the New Normal: Perspectives and Policy 
Challenges after the COVID-19 Pandemic. 
 

 
 

 

Introduction and disclaimer 
 
Thank you for that introduction and the opportunity to participate 
alongside these distinguished panelists in today’s important discussion on 
the monetary policy challenges ahead. Before I begin, let me note that these 
views are my own and do not necessarily represent those of my colleagues 
on the Federal Open Market Committee (FOMC) or others in the Federal 
Reserve System. 
 

 
Many commentators have warned that the U.S. economy is on a path to 
high inflation and that monetary policy should be repositioning to counter 
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that. Yet this commentary often is pretty loose on the exact mechanisms 
generating the inflation.  
 
Analysts cite the risk of a seriously overheating U.S. economy and then 
invoke the specter of high inflation. But just how high and how persistent 
might these feared increases be? These obviously are crucial things for 
policymakers to understand and assess.  
 
So I want to talk about them today—in particular the roles that resource 
pressures and inflation expectations might play in the path for inflation 
over the next few years. 
 
To set the stage, the FOMC has an average inflation target of 2 percent as 
measured by the Price Index for Personal Consumption Expenditures 
(PCE), which is shown in the left-hand panel of this chart. 
 
As you well know, following the Great Financial Crisis, PCE inflation had 
only briefly reached 2 percent a couple of times prior to the pandemic.  
 
Inflation then plummeted as the pandemic depressed demand for many 
goods and services. Recently, in March, core inflation popped up to 1.8 
percent,1 and given the latest Consumer Price Index (CPI) reading, we’re 
likely to see a big move up in April’s PCE inflation report. 
 
The factors behind these increases are well known: the base effects of last 
year’s price declines dropping out of the 12-month calculation; the 
normalizing rebound of prices in sectors hard hit by the pandemic; and 
supply-side cost pressures associated with a fast-growing economy. And we 
certainly are hearing a lot about these cost pressures today.  
 
However, as challenging as they are for certain households and businesses, 
these developments largely reflect relative price changes to new equilibrium 
levels—and relative price changes by themselves have only transitory effects 
on inflation. 
 
How should we assess the risks of a serious, longer-lasting inflation 
problem? Many commentators who argue that this higher inflation danger 
is right around the corner are doing so in reference to the recently enacted 
American Rescue Plan Act, or ARP.  
 
For example, Larry Summers (2021a, 2021b) has said the fiscal support is 
too big and will overheat the economy. But the precise inflation 
mechanisms and magnitudes are often left unstated. 
Two economists on my staff, Jonas Fisher and Leo Melosi, along with 
Francesco Bianchi at Duke, went through an exercise to flesh out some 
representative mechanisms. 
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They first considered the potential impact of the American Rescue Plan Act 
on the unemployment rate under a few scenarios regarding how much and 
how quickly appropriations from the plan might be spent. 
 
Their results are shown in the right-hand panel of the slide, along with the 
February 2021 baseline CBO forecast, which did not include the fiscal 
package. In each scenario, the unemployment rate falls quickly and 
significantly below baseline.  
 
The largest and most persistent impact is in what they call the smoothing 
scenario—in which the unemployment rate falls somewhat below its 
pre-pandemic level of 3.5 percent for three consecutive quarters, starting in 
the fourth quarter of 2021. 
 
Resource pressures and inflation 
 
What are the consequences for inflation? Well, here you need a model that 
relates resource pressures to inflation. So Francesco, Jonas, and Leo ran 
each scenario through different versions of the workhorse 
inflation-expectations-augmented Phillips curve. 
 
The first version is the New Keynesian Phillips Curve, which in addition to 
slack includes short-run inflation expectations, but has no lagged inflation 
in it. The second is a model from 2015 that Janet Yellen liked to use in her 
public discourse when she was Fed Chair.  
 
Its key differences from the New Keynesian model is its dependence on 
long-run inflation expectations and inclusion of lagged values of inflation. 
Francesco, Jonas, and Leo consider a linear version and a simple nonlinear 
specification in which resource pressures have larger effects on inflation at 
very low levels of unemployment. 
 
Their last specification is a behavioral model in which inflation expectations 
are adaptive—so higher actual inflation will boost expectations. The model 
also incorporates “speed effects,” in which not only the level of, but the 
change in, the unemployment gap influences inflation. This arguably 
proxies for things like supply-side bottlenecks that arise as an economy 
recovers quickly. 
 
So, what did they find? Because the smoothing scenario generates a larger 
and more persistent output gap than the others, I’m going to concentrate on 
that case. If we had started off with inflation at our 2 percent average 
objective in the first quarter of 2021 rather than below it, in both the New 
Keynesian and Yellen models, PCE inflation tops out somewhere around 
2-1/2 percent. And this modestly higher level doesn’t last that long, largely 
reverting to target in two or three years. 
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Only the behavioral model yielded some larger and persistently higher 
numbers. Here, PCE inflation increases to about 3 percent, and a feedback 
loop between higher actual inflation and inflation expectations meant the 
higher rate was largely maintained several years out. 
 

 
 
To read more: 

https://www.chicagofed.org/publications/speeches/2021/may-25-bank-of
-japan-conference 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

https://www.chicagofed.org/publications/speeches/2021/may-25-bank-of-japan-conference
https://www.chicagofed.org/publications/speeches/2021/may-25-bank-of-japan-conference
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Jet flight, mail bags, and banking regulation 
Randal K Quarles, Vice Chairman for Supervision of the Board of 
Governors of the Federal Reserve System, at the Prudential Regulation 
Conference. 
 

 
 

As many of you know, I am speaking to you from Salt Lake City, which, 
among its myriad other virtues, was the home of one of the earliest 
passenger airlines-Western Air Express, which ran its first passenger flight 
in the spring of 1926: Eight hours in a Douglas M2 between Salt Lake City 
and Los Angeles, with one stop in Las Vegas for fuel.  
 
Two of the first passengers sat on the mail sacks in the back, and those early 
plane travelers were adventurers in other ways as well. That year there were 
12 fatal commercial airplane crashes and that number rose to 59 a year by 
1930. That's not total deaths-that's fatal crashes, with many people on each 
plane.  
 
Comparing hours flown and number of flights, that would be as if we had 
7,000 fatal airplane crashes in a typical year today, with hundreds of 
thousands dead. 
 
But we did not have 7,000 fatal crashes last year. We had five in the entire 
world. The year before we had eight. Air travel is famously the safest way to 
get from point A to point B, as a result of decades of innovation in 
technology and operating processes.  
 
Importantly, however, even as the airline industry was improving safety, it 
was equally focused on improving efficiency-especially as we moved into 
the era of jet travel in the 1960s.  
 
The eight-hour trip between Salt Lake and Los Angeles now takes an hour 
and a half even counting all the nosing around on the ground (although an 
argument can be made that a typical coach seat may not be that much more 
comfortable than sitting on the mail bags).  
 
Yet average fuel burn has been falling every year since 1960 and continues 
at a strong pace-in the first decade of the 21st century, fuel efficiency on 
domestic flights increased by another 40 percent. The airlines recognized 
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that the public has a strong interest in safety, but that it also has a strong 
interest in other values as well.  
 
A more efficient airline is easier on the environment, cheaper for the 
consumer, and a stronger contributor to the overall economy. And, 
obviously, these continuing improvements in operation have been 
achievable without any compromise in safety. 
 
I think you can see where I am going with this. In the aftermath of the Great 
Financial Crisis, the Federal Reserve, the international regulatory 
community, and the banking industry took action to radically improve the 
safety of the banking system: new capital and liquidity rules, new stress 
testing requirements, a new resolution framework.  
 
Together, these have greatly strengthened the safety of the financial system. 
Actual common equity capital ratios for large banks have roughly doubled 
since the crisis (and are at least six times as great as the pre-crisis 
requirements). 
 
But in implementing these safety requirements, we did not pay as close 
attention to efficiency. Yet the public interest in efficiency is also strong, so 
over the last four years we have comprehensively sought ways to improve 
the efficiency of the system while maintaining its safety-which is every bit 
as possible in the financial system as it has been for the airlines.  
 
While this has been a broad project, today I want to focus on four examples 
of measures that illustrate this phenomenon. These measures have enjoyed 
support across the political spectrum because they have brought 
measurable benefits to the American people. 
 
Tailoring Regulation 
 
The first that I would cite is our broad work since 2018 on tailoring our 
bank regulatory framework.  
 
That year, a bipartisan majority in Congress passed the Economic Growth, 
Regulatory Relief, and Consumer Protection Act (EGRRCPA), which made 
modifications to the Dodd-Frank Act and called on the banking agencies to 
further tailor regulation to better reflect the business models and activities 
of the different banking firms that we supervise.  
 
The legislation recognized that it is possible to keep the system just as safe 
while allowing the financial system more capacity to support the real 
economy and more flexibility in doing so. 
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As I have said before, one of my goals as Vice Chair for Supervision has 
been to make our regulatory framework as simple, transparent, and 
efficient as possible.  
 
In particular, we must always ask whether the cost of regulation-whether in 
reduced economic growth or in increased frictions in the financial system-is 
outweighed by the benefits of the regulation. If we have a choice between 
two methods of equal effectiveness in achieving a goal, we should choose 
the one that is less burdensome for the system. 
 
This principle guided our activity in differentiating among firms based on 
their risk profile and applying tailored standards accordingly. In keeping 
with the intent of EGRRCPA, the Fed adopted a revised tailoring framework 
for the application of our enhanced standards to large firms. That 
framework rightly differentiates standards, including capital and liquidity 
requirements, based on the risk profile of an individual firm.  
 
Our previous framework relied heavily on a firm's total assets to determine 
the stringency of our regulatory requirements. However, the tailoring 
framework relies on a broader array of indicators-size, as well as measures 
of short-term wholesale funding, non-bank assets, off-balance sheet 
exposures, cross-jurisdictional activity-to better align our prudential 
standards with the risk of a firm.  
 
Under the tailoring framework, the most complex, systemically important 
firms are subject to the most stringent requirements, while less complex 
firms are subject to commensurately reduced requirements. This allows 
firms to focus resources more on their core lending function to support the 
real economy, which was certainly in evidence during the booming 
economy in the run-up to COVID. 
 
Our tailoring of regulation was not limited to just large banks. The banking 
agencies worked on a range of measures to better reflect the risk profile of 
smaller banking organizations.  
 
These include expanded eligibility for our small bank holding company 
policy statement, and an increased scope of banks eligible for longer 
examination cycles.  
 
Most prominently, we also adopted a simple measure of capital adequacy 
for qualifying community banks-the community bank leverage ratio.  
These measures also made our regulatory framework more efficient, 
tailoring the regulation of community banks to their risks. 
 
Another key change to improve the efficiency of our framework was the 
introduction of the stress capital buffer requirement, which integrated our 
stress testing and regulatory capital frameworks.  
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The stress capital buffer requirement is a firm-specific capital requirement 
that is calibrated based on the results of the stress test and was designed to 
provide a through-the-cycle, unified approach to capital distribution 
restrictions. This change enhanced our framework by better differentiating 
between firms that posed the most systemic risk and other large banks.  
 
Additionally, this change contributed to simplifying our capital framework 
by reducing the number of capital requirements to which large banks are 
subject from 18 to 8 without reducing its resiliency-a material improvement 
in efficiency, and thus in the ability of banks to focus on service to 
customers rather than duplicative compliance 
 
Foreign Banks 
 
In addition to tailoring regulation, we have tailored supervision. As an 
example, the Large Institution Supervision Coordinating Committee 
(LISCC) portfolio was adjusted in scope so that it now encompasses all 
Category I firms, or U.S. GSIBs, and only those foreign banks with U.S. 
operations that would be identified for Category I standards if they were 
housed within a bank holding company.  
 
The adjustment resulted in certain foreign banks being moved out of the 
LISCC portfolio and into a separate supervisory portfolio with all other 
foreign banks along with domestic banks of similar sizes and risk profiles.  
 
The removal of these foreign banks from the LISCC portfolio reflects their 
significantly reduced risk profile and size in the United States-since 2008, 
the size of their combined U.S. assets has shrunk by about 50 percent and 
they have reduced the assets at their broker-dealers from a peak of $1.9 
trillion in 2008 to $360 billion, a reduction of more than 80 percent.  
 
As a result of these substantial changes, it has clearly become appropriate to 
supervise the present-day U.S. operations of these foreign banks alongside 
domestic and foreign banks with a similar risk profile in our Large and 
Foreign Banking Organization (LFBO) portfolio. 
 
This means that these organizations will be horizontally assessed against 
other foreign banks. By grouping foreign banks together, this portfolio 
reassignment enhances the ability of supervisors to take into account, in a 
comprehensive fashion, of the structural features and specific risks 
associated with the cross-border character of foreign banking operations in 
the United States.  
 
It is obviously incorrect to say that this is “weaker” supervision: these banks 
are subject to the same capital and liquidity requirements that they were 
before and the supervisors in our LFBO portfolio are expert public servants.  
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Indeed, this approach may be more effective in identifying risks unique to 
foreign banks. For example, the Archegos exposures in foreign banks 
outside the United States that resulted in recent losses outside the United 
States-losses that could not have been picked up by LISCC 
supervision-might have benefited from a supervisory structure that was 
more focused on foreign-bank-specific risks. 
 
The Countercyclical Capital Buffer 
 
The third example of a decision we have made to improve the ability of the 
banking system to provide support to a strong economy has been our 
treatment of the countercyclical capital buffer, or CCyB.  
 
Large banks are subject to a potential CCyB, which is a macroprudential 
tool that allows the Board to dynamically adjust capital levels of large 
banking firms when the risks to financial stability have meaningfully 
changed.  
 
There were many calls from outside the Fed for us to activate the CCyB in 
the years before the COVID event. It is clear now that those calls were 
mistaken. 
 
The Board's CCyB policy statement details the range of financial system 
vulnerabilities and other factors the Board may take into account as it 
evaluates settings for the buffer, including but not limited to, leverage in the 
financial sector, leverage in the nonfinancial sector, maturity and liquidity 
transformation in the financial sector, and asset valuation pressures.  
 
Our policy has been to maintain a 0 percent CcyB when vulnerabilities are 
within the normal range and, when they rise to a level meaningfully above 
normal, to increase the CcyB to a level that compensates for the rising 
vulnerabilities. 
 
As you no doubt have noticed, we did not increase the CcyB in the strong 
economy before the COVID event. That is because we have a consistent, 
disciplined, and comprehensive framework that lays out the proper factors 
to evaluate when deciding to turn the CcyB on or off, and the framework did 
not suggest vulnerabilities were particularly high. That framework has 
guided our decisions over the past few years and provided clear and 
transparent guidance to the public. 
 
The Federal Reserve should only turn on the CcyB in times of significant 
irrational exuberance; for example, in the face of a self-reinforcing cycle of 
borrowing and asset prices of the kind we saw in 2004–06.  
 
Yet, in my view, our through-the-cycle capital levels-that is, our fixed 
capital requirements-in the United States have been set so high, that our 



P a g e  | 61 

Basel iii Compliance Professionals Association (BiiiCPA)  

CcyB is effectively already “on.” As a result, existing capital requirements 
for banks in the United States were already at a high enough level to 
maintain financial stability.  
 
When capital levels are sufficiently high, it would needlessly reduce the 
ability of firms to provide credit to their customers to turn on an additional 
capital requirement like the CcyB. Indeed, as I said at the time, the problem 
under our framework would instead be finding ways to turn down the CcyB 
thus embedded in our through-the-cycle capital requirements when the 
system was hit by a shock.  
 
Although the Fed had no formal CcyB to release when the COVID event 
struck, the U.S. banking system played a major role in taking deposits from, 
and extending credit to, households and businesses in 2020, and we did 
indeed have to take temporary measures to “turn down” our implied CCYB 
through limited exemptions to some of our capital requirements. The U.S. 
banking system performed very well in the COVID event compared to other 
jurisdictions that did have a CcyB that they released. 
 
The Volcker Rule 
 
Finally, a fourth example: changes to the implementation of the Volcker 
rule that have had the effect of providing greater ability for banks to support 
dynamism and innovation through venture capital funds, including 
incentives for banks to make investments in low-income areas, benefitting 
different groups, including minority entrepreneurs. 
 
Over the past four years, the agencies responsible for implementing the 
Volcker rule have broadly simplified the rule's compliance requirements.  
 
We have adhered to the intent of the rule while providing greater clarity and 
certainty for permissible activities. In particular, the most recent revisions 
opened up opportunities for banks to invest in the communities they serve 
through a variety of fund structures without running afoul of the Volcker 
rule restrictions. 
 
Our clarification of the definition of "covered funds" in the Volcker rule has 
allowed banks to make a broader range of fund investments that support 
communities, with the confidence that they are permissible.  
 
In passing the Community Reinvestment Act, Congress found that 
regulated financial institutions have a continuing obligation to help meet 
the credit needs of their local communities, so it is eminently sensible that 
the Volcker rule regulations allow banks to meet these important 
obligations. 
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Other changes finalized last year allow banks to make investments in rural 
business investment companies and qualified opportunity funds. Rural 
business investment companies promote economic development and job 
creation in rural areas, while qualified opportunity funds support long-term 
investments in economically distressed communities. 
 
Together, these changes have given greater certainty to banks about what is 
permissible and what is not under the Volcker rule-a clear efficiency 
gain-while also allowing them to make a broader range of investments that 
support innovative growth and benefit local communities. 
 
The COVID Event 
 
These are just a few examples of changes we have made over the last four 
years that have bettered the ability of the system to perform its function of 
providing credit to households and businesses. But have we been as 
successful as the airlines in making efficiency improvements while 
continuing to make the system safer?  
 
That proposition faced a significant test in the spring of 2020, with the 
arrival of COVID-19 and the severe effects that measures to contain it had 
on the economy and financial system.  
 
It allowed us to gauge not only the resilience of our regulatory framework 
but the effectiveness of our efforts over the last four years to ensure that our 
framework did not hamper banks' ability to perform their critical function 
to lend to households and businesses and serve as financial intermediaries. 
 
When the COVID event began last year, the magnitude of the economic and 
financial disruptions was staggering. Voluntary and mandated quarantines, 
lockdowns, and social distancing efforts hammered aggregate demand, 
caused unfathomably large job losses clustered in certain service sectors, 
and sharply increased uncertainty. Workplaces closed, travel was curtailed, 
and global supply chains were disrupted. Large sectors of the global 
economy, such as tourism and transportation, came to an abrupt stop. As 
concerns about the virus and measures to contain it spread, these effects 
grew. 
 
At the same time, certain critical financial markets seized up or ceased to 
function effectively. Short-term liquidity markets were strained as investors 
"dashed for cash," focusing on their own liquidity.  
 
The commercial paper market, where companies raise cash by issuing 
short-term debt, seized up to an extent similar to the fall of 2008. And as in 
the financial crisis, investors in certain prime and tax-exempt money 
market funds with immediate cash needs submitted redemption requests 
that resulted in significant outflows from these funds.  



P a g e  | 63 

Basel iii Compliance Professionals Association (BiiiCPA)  

Equity prices plunged and yields on corporate bonds widened significantly. 
Perhaps I can simply underscore the peril of the time by noting that the 
Treasury market-the lifeblood of the financial system-became highly 
dysfunctional, something that didn't even happen in 2008 or 2009. This 
was truly a massive global shock. 
 
As businesses closed and consumers stayed home, 22 million jobs were lost 
in scarcely two months. The unemployment rate soared from 3.5 percent in 
February 2020 to 14.8 percent in April 2020, well above the highest rates 
experienced in the United States since the Great Depression. 
 
In addition to the immediate and apparent impact of the COVID event, 
there was also tremendous uncertainty regarding the path of future 
government responses.  
 
Macroeconomic experts, both at the Federal Reserve, and elsewhere, 
constructed many different plausible scenarios for how the economy would 
fare, and this was reflected in scenario-writing related to stress tests.  
 
Our June 2020 stress tests included a sensitivity analysis, designed in April 
2020, that used three alternative downside scenarios that spanned the wide 
range of projections made at that time by professional forecasters. Those 
scenarios included peak unemployment rates ranging from 16 percent to 
19.5 percent and assumed no additional fiscal measures to support the 
economy. 
 
So how did the bank regulatory system do? By any measure, quite well. 
 
Entering the COVID event, the banking system was fortified by over 10 
years of work to improve safety and soundness, both by regulators and by 
banks themselves.  
 
Higher levels of capital and liquidity, better risk management, and more 
robust systems enabled the banking system to absorb an unprecedented 
shock-while providing refuge from market instability, delivering essential 
public aid, and working constructively to support borrowers and 
communities.  
 
In short, the full set of post-2008 reforms-as refined and recalibrated by 
the work of the last four years-ensured that this time would truly be 
different than the last. With respect to capital, banks actually built capital 
during the COVID event, thanks to actions from regulators and their own 
voluntary actions, even despite setting aside close to $100 billion in loan 
loss reserves.  
 
The aggregate common equity tier 1 capital ratio for the banking system in 
the second half of 2020 materially exceeded its pre-COVID-event level. 
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Capital ratios remain well above regulatory minimums for all firms. Banks 
also strengthened their liquidity positions during the COVID event, 
primarily due to an influx of deposits and their reinvestment in reserves. 
The share of bank liquid assets as a share of total assets far exceeds the 
pre-COVID-event metric. 
 
Banks also served as a source of strength to the economy. With respect to 
lending, businesses were able to draw on pre-existing credit lines to meet 
the massive demands for cash. Banks of all sizes also funded the bulk of the 
more than $795 billion in Paycheck Protection Program loans.  
 
According to our weekly data, commercial and industrial loans increased 
$715 billion between the week of February 26th and their peak on May 13th. 
For millions of struggling households, interest and principal payments on 
loans were delayed. In addition, through May 2021, more than $2.2 trillion 
of central bank reserves and roughly $3.7 trillion of deposits had been 
absorbed by banks. 
 
Overall, the regulatory framework for banks constructed after the financial 
crisis, with the refinements and recalibrations we have made over the last 
few years, has held up well.  
 
The banking system remained strong and resilient, and banks served as a 
source of strength to the economy, and our stress tests indicated this would 
have been the case even without the substantial fiscal assistance provided to 
the rest of the economy.  
 
We have already learned many new lessons regarding our financial system 
during this experience. One lesson in particular I wanted to highlight is that 
our rigorous, forward-looking capital framework, which includes the stress 
capital buffer, works very effectively.  
 
Beginning in the third quarter of 2020, we required large banks to resubmit 
their capital plans and restricted their capital distributions. Those 
restrictions are slated to end following this quarter if large banks perform 
well on the upcoming stress test.  
 
While it was sensible at the time, given that this was the first real world test 
of our system, for us to use the belt and suspenders approach of additional, 
temporary capital distribution restrictions, we now know that we can have 
particular confidence in the stress capital buffer framework, as it is 
informed by a real-time stress testing regime.  
 
In the future, having learned the lessons of this test, we will be able to rely 
on the automatic restrictions of our carefully developed framework when 
the stress test tells us the system will be resilient, rather than using ad hoc 
and roughly improvised limitations. 
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We cannot say, however, that the entirety of the financial system performed 
well, even parts that were subject to reforms following the financial crisis.  
 
As I have mentioned previously, the run on prime money funds and  
commercial paper were particularly concerning, as they resembled the runs 
faced during the financial crisis, despite subsequent reforms to those 
markets.  
 
The government had to step in yet again to stem the outflows from the 
prime money funds to stabilize financial markets.  
 
Addressing the shortcomings we saw among non-banks continues to be a 
focus of both domestic policymakers and the international community, 
particularly under my chairmanship of the Financial Stability Board. We 
cannot afford to allow the same things to happen again. 
 
In the end, our banking system performed well over the challenges of the 
last year. U.S. banks remain in good condition.  
 
First-quarter data showed that aggregate capital ratios increased, and 
banks continued to maintain ample levels of liquidity.  
 
We must, of course, remain vigilant in safeguarding our banking system.  
 
New threats can, and will, emerge. In a few weeks, we will learn the results 
of our annual stress test and will publicly release an update on the health of 
large banks, evaluating their balance sheets against a quite severe 
hypothetical recession.  
 
The COVID event did, however, serve to reinforce that the safeguards we 
have built and maintained since the financial crisis have passed the strictest 
stress test of all.  
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United States Government Accountability Office 

Cyber Insurance: Insurers and Policyholders Face Challenges in 
an Evolving Market 
 

 
 

What GAO Found 
 
Key trends in the current market for cyber insurance include the following: 
 
• Increasing take-up. Data from a global insurance broker indicate its 
clients’ take-up rate (proportion of existing clients electing coverage) for 
cyber insurance rose from 26 percent in 2016 to 47 percent in 2020 (see 
figure). 
 
• Price increases. Industry sources said higher prices have coincided with 
increased demand and higher insurer costs from more frequent and severe 
cyberattacks. In a recent survey of insurance brokers, more than half of 
respondents’ clients saw prices go up 10–30 percent in late 2020. 
 
• Lower coverage limits. Industry representatives told GAO the growing 
number of cyberattacks led insurers to reduce coverage limits for some 
industry sectors, such as healthcare and education. 
 
• Cyber-specific policies. Insurers increasingly have offered policies specific 
to cyber risk, rather than including that risk in packages with other 
coverage.  This shift reflects a desire for more clarity on what is covered and 
for higher cyber-specific coverage limits. 
 

 
 
The cyber insurance industry faces multiple challenges; industry 
stakeholders have proposed options to help address these challenges. 
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• Limited historical data on losses. Without comprehensive, high-quality 
data on cyber losses, it can be difficult to estimate potential losses from 
cyberattacks and price policies accordingly. Some industry participants said 
federal and state governments and industry could collaborate to collect and 
share incident data to assess risk and develop cyber insurance products. 
 
• Cyber policies lack common definitions. Industry stakeholders noted that 
differing definitions for policy terms, such as “cyberterrorism,” can lead to a 
lack of clarity on what is covered. They suggested that federal and state 
governments and the insurance industry could work collaboratively to 
advance common definitions. 
 
Background 
 
A cyber incident is defined as a cyber event that jeopardizes the 
cybersecurity of an information system or the information the system 
processes, stores, or transmits; or an event that violates security policies, 
procedures, or acceptable use policies, whether resulting from malicious 
activity or not. 
 
Cyber incidents, including cyberattacks, can damage information 
technology assets, create losses related to business disruption and theft, 
release sensitive information, and expose entities to liability from 
customers, suppliers, employees, and shareholders. 
 
Some private insurance companies offer businesses and other entities cyber 
insurance to protect against first-party (policyholder) and third-party 
losses (policyholder’s clients or customers) from an event that jeopardizes 
the confidentiality, integrity, and availability of an information system.  
 
The insurance can be provided through a standalone policy that provides 
only cyber insurance coverage or as a part of a package policy that provides 
multiple types of coverage, such as a general commercial liability insurance 
policy. 
 
States regulate the private insurance market, including for cyber insurance.  
 
The regulators seek to ensure that insurance policy provisions comply with 
state law, are reasonable and fair, and do not contain major gaps in 
coverage that might be misunderstood by consumers and leave them 
unprotected.  
 
States generally do not establish minimum standards for cyber insurance 
policy coverage; they largely have focused on the solvency of cyber insurers, 
according to NAIC. 
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Some states and NAIC have promoted cybersecurity and data protections 
for insurers. 
 
The Federal Insurance Office in Treasury administers the Terrorism Risk 
Insurance Program (TRIP), which requires the federal government to share 
some losses with private insurers in the event of a certified act of terrorism. 
Losses from cyberattacks might be reimbursed under TRIP if the attacks 
met certain certification criteria specified by the program.  
 
We will be issuing a report later in 2021 that examines  
 
(1) the risks and costs of cyberattacks on U.S. critical infrastructure;  
 
(2) insurance coverage that is available for losses related to cyber risk, 
including cyberterrorism; and  
 
(3) the extent to which TRIP, under the Terrorism Risk Insurance Act 
(TRIA), is structured to respond to cyberattacks and cyberterrorism. 
 
To read more: https://www.gao.gov/assets/gao-21-477.pdf 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gao.gov/assets/gao-21-477.pdf


P a g e  | 69 

Basel iii Compliance Professionals Association (BiiiCPA)  

Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court rulings, 
were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites. 
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Basel iii Compliance Professionals Association (BiiiCPA) 
 

  
 

The Basel iii Compliance Professionals Association (BiiiCPA) is the largest 
association of Basel iii Professionals in the world. It is a business unit of the 
Basel ii Compliance Professionals Association (BCPA), the largest 
association of Basel ii Professionals in the world. 
 
We invite you to connect with the global community of experts working for 
the implementation of the Basel III framework, to gain insight into the G20 
efforts to regulate the global financial system, to explore new career 
avenues, and most of all, to acquire lifelong skills.  
 

You can explore what we offer to our members: 
 
1. Membership - Become a standard, premium or lifetime member. 
You may visit: 
https://www.basel-iii-association.com/How_to_become_member.htm 
 
2. Monthly Updates – Visit the Reading Room of the association at: 
https://www.basel-iii-association.com/Reading_Room.html 
 
3. Training and Certification – You may visit: 
https://www.basel-iii-association.com/Basel_III_Distance_Learning_Onl
ine_Certification.html 
 
For instructor-led training, you may contact us. We tailor Basel III 
presentations, awareness and training programs for supervisors, boards of 
directors, service providers and consultants. 
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