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Basel iii Compliance Professionals Association (BiiiCPA)
1200 G Street NW Suite 800 Washington DC 20005-6705 USA
Tel: 202-449-9750 Web: www.basel-iii-association.com

PBunsel i eNirs, Wlonch 2023

Dear members and friends,

We will start with the updated Basel II1
Monitoring Report

Highlights of the Basel III monitoring
exercise as of 30 June 2022

e After their record high at end-2021, initial Basel III capital ratios fall
to prepandemic levels

e Liquidity ratios decline but remain above pre-pandemic levels

To assess the impact of the Basel III framework on banks, the Basel
Committee on Banking Supervision monitors the effects and dynamics of
the reforms.

For this purpose, a semiannual monitoring framework has been set up on
the risk-based capital ratio, the leverage ratio and the liquidity metrics
using data collected by national supervisors on a representative sample of
institutions in each country.

Since the end 2017 reporting date, the report also captures the effects of the
Committee’s finalisation of the Basel III reforms.
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This report summarises the aggregate results using data as of 30 June
2022. 2 It includes a special feature on Regional distributions of Group 1
and Group 2 banks and their impact on results in the Basel III monitoring
reports.

The Committee believes that the information contained in the report will
provide relevant stakeholders with a useful benchmark for analysis.
Information considered for this report was obtained by voluntary and
confidential data submissions from individual banks and their national
Supervisors.

On the jurisdictional level, there may be mandatory data collections
ongoing, which also feed into this report.

Data were included for 181 banks, including 114 large internationally active
(“Group 1”) banks, among them all 30 G-SIBs and 66 other (“Group 2”)
banks.

Overview of results Table 1
31 December 2021’ 30 June 2022
Group 1 Of which: | Group 2 Group 1 Of which: | Group 2
G-SIBs G-SIBs

Initial Basel lll framework

CET1 ratio (%) 134 131 17.7 127 12,6 16.9
Target capital shortfalls (€ bn) 0.0 0.0 0.0 0.0 0.0 0.0
TLAC shortfall 2022 minimum (€ bn) 7.5 7.5 35.1 35.1
Total accounting assets (€ bn) 81,399 56,353 4,414 84,094 61,185 2,459
Leverage ratio (%) 6.6 6.5 6.3 6.0 59 58
LCR (%) 1409 1385 2219 138.4 1375 220.1
NSFR (%) 1251 126.9 1343 123.5 125.2 1325
Fully phased-in final Basel Ill framework (2028)
Change in Tier 1 MRC at the target level (%) 24 23 57 28 32 -2.0
CET1 ratio (%) 13.0 129 144 125 125 14.5
Target capital shortfalls (€ bn); of which: 03 03 1.2 7.8 78 0.0
CET1 0.0 0.0 04 35 35 0.0
Additional Tier 1 0.0 0.0 04 1.9 19 0.0
Tier 2 03 03 0.5 24 24 0.0
TLAC shortfall 2022 minimum (€ bn) 75 75 29.8 29.8
Leverage ratio (%) 64 6.3 6.2 6.0 6.0 5.9

See Table A4 for the target level capital requirements. ' The values for the previous period may differ slightly from those published in
the end-December 2021 report at the time of its release. This is caused by data resubmissions for previous periods to improve the
underlying data quality and enlarge the time series sample. 2 Uses the 2017 definition of the leverage ratio exposure measure. * The
leverage ratios reflect temporary exclusions from leverage exposures introduced in some jurisdictions.

Source: Basel Committee on Banking Supervision.

Members’ coverage of their banking sector is very high for Group 1 banks,
reaching 100% coverage for some countries, while coverage is lower for
Group 2 banks and varies by country. In general, this report does not
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consider any transitional arrangements such as grandfathering
arrangements.

Rather, the estimates presented generally assume full implementation of
the Basel III requirements based on data as of 30 June 2022.

No assumptions have been made about banks’ profitability or behavioural
responses, such as changes in bank capital or balance sheet composition,
either since this date or in the future.

Furthermore, the report does not reflect any additional capital
requirements under Pillar 2 of the Basel III framework or any higher loss
absorbency requirements for domestic systemically important banks, nor
does it reflect any countercyclical capital buffer requirements.

« Compared with the end-December 2021 reporting period, the average
Common Equity Tier 1 (CET1) capital ratio under the initial Basel III
framework fell to 12.7% for Group 1 banks.

« The average impact of the final Basel III framework on the Tier 1
Minimum Required Capital (MRC) of Group 1 banks is slightly higher
(+2.8%) when compared with the 2.4% increase at end December 2021. The
average increase for G-SIBs is 3.2%.

« After reporting an all-time low for capital shortfalls in December 2021,
June 2022 shows an increase in capital shortfalls once again, marking the
highest value since H1 2020 for Group 1 banks and G-SIBs due to an
improvement in data reporting quality.

« Applying the 2022 minimum TLAC requirements and the initial Basel III
framework, three of the 25 G-SIBs reporting total loss-absorbing capacity
(TLAC) data reported an aggregate incremental shortfall of €35.1 billion
when adding back temporary leverage ratio exemptions.

« Group 1 banks’ average Liquidity Coverage Ratio (LCR) fell from 140.9%
to 138.4% while the average Net Stable Funding Ratio (NSFR) fell from
125.1% to 123.5%.

 Group 2 banks’ results based on the unbalanced sample should not be
compared with the previous period due to significant changes in the
sample.

To read more: https://www.bis.org/bcbs/publ/d546.pdf
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BIS Quarterly Review, March 2023 (78 pages)
International banking and financial market developments

OBIS

Perceptions of risk and policy outlook drive markets

Financial markets extended previous gains during the review period. As
inflation readings gradually fell and the pace of policy tightening slowed
early in the period, financial conditions eased and risky asset valuations
generally rose on the back of perceptions of declining risks.

Expectations of significant rate cuts in the near term appeared to firm up,
despite cautious central bank communication about the policy outlook. The
US dollar depreciated further, lending additional support to assets in
emerging market economies (EMEs).

Towards the end of the period, however, market developments proved
sensitive to news that challenged investors’ sanguine attitude. Investors’
expectations about future policy rate paths stood in contrast to central bank
communications.

While several major central banks slowed the pace of monetary tightening,
they remained cautious about the interest rate path going forward,
particularly in view of the persistent strength of labour markets.

Nevertheless, interest rate futures continued to relay market participants’
expectation that rate hikes will end this year, followed by steep rate cuts
stretching well into 2024.

Conditions in government bond markets remained sensitive to perceptions
of growth, inflation and the attendant policy response.

In Japan, tensions remained in fixed income markets, as investors
reassessed the yield curve control (YCC) policy.

Broad-based and recurrent open market operations by the central bank
smoothed market functioning and contained upward pressure on bond
yields.

Risky assets registered gains and the US dollar depreciated through most of
the review period, before news tempered markets’ optimism about the
policy outlook. Stock markets experienced bouts of selling pressure but
registered positive returns, despite a still subdued earnings outlook.

The concurrent fall in forward-looking gauges of market volatility suggested
that valuations were boosted by benign risk perceptions. In a similar vein,
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credit spreads narrowed further, on the heels of declines in perceived
default risks, and corporate bond issuance showed signs of recovery in
January.

US data releases in February steered investors towards anticipating
stronger policy headwinds. This led to a slight dollar appreciation and some
reversal of risky asset gains, halting their divergence from subdued bank
lending in major advanced economies (AEs).

Financial conditions eased moderately in EMEs, largely mirroring those in
AEs. Bond yields fell, amid an upbeat backdrop of resilient growth and
falling inflation. Equity markets saw wider fluctuations, swayed by the
gyrations of the US dollar.

The abrupt end to the zero-Covid policy in China reinvigorated its equity
market and contributed to the strong performance of risky assets in
economies with close links to China. Yet it failed to turn around the
lethargic portfolio flows to the country, while such flows did stabilise or
even rebounded for most other EMEs.

Key takeaways

s  Perceptions of the future path of monetary policy shaped markets as central banks continued their
fight against inflation.

¢ Abenign assessment of the risk landscape supported risky asset valuations, notwithstanding subdued
earnings forecasts.

e EME asset performance was generally strong but was also sensitive to AE financial conditions and to
the ebb and flow of the US dollar.

To read more:
https://www.bis.org/publ/qtrpdf/r qt2303.pdf
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The quick and the dead - building up cyber resilience in the
financial sector

Fabio Panetta, Member of the Executive Board of the European Central
Bank, at the meeting of the Euro Cyber Resilience Board for pan-European
Financial Infrastructures, Frankfurt am Main.

The proliferation of cyber threat actors combined with an increase in
remote working and greater digital interconnectedness is raising the risk,
frequency and severity of cyberattacks.

Increasingly, cyber criminals are launching ransomware attacks and
demanding payment in crypto. Cyberattacks related to geopolitical
developments — Russia’s aggression against Ukraine in particular — have
also become a more common feature of the cyber-threat landscape.

The Euro Cyber Resilience Board for pan-European Financial
Infrastructures (ECRB) has played a key role in protecting the security and
integrity of the financial system from these threats.

Euro Cyber Resilience Board for pan-
| European Financial Infrastructures

The Euro Cyber Resilience Board for pan-European Financial Infrastructures
(ECRB) is a forum for strategic discussions between financial market
infrastructures, Its objectives are to:

raise awareness of the topic of cyber resilience

catalyse joint initiatives to develop effective solutions for the market

provide a place to share best practices and foster trust and collaboration
The decision to establish the Board came during a meeting on cyber resilience

with high-level representatives from pan-European FMIs, their critical service
providers and public authorities, held by the ECB in June 2017.

You may visit:
https://www.ecb.europa.eu/paym/groups/euro-cyber-board/shared/pdf/
ECRB mandate.pdf
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EUROPEAN CENTRAL BANK

EUROSYSTEM

ECB-PUBLIC
26 January 2018

Mandate of the Euro Cyber Resilience Board for
pan-European Financial Infrastructures

The last three years have shown that we can work under adverse conditions
towards a common goal. Our financial infrastructures have proven their
resilience to cyber threats. But this does not mean we can become
complacent or any less vigilant in the face of cyber threats. We simply
cannot afford to fall behind the curve: cybersecurity must be the backbone
of digital finance.

Today I will take stock of the ECRB’s work. I will then discuss current cyber
threats and emerging risks before outlining the implications for our work in
the future.

The contribution of the Euro Cyber Resilience Board

The ECRB brings together private and public stakeholders across
pan-European financial infrastructures, critical service providers, central
banks and other authorities.

This offers a unique prism through which the ECRB can identify and fix any
weaknesses which cyberattacks could potentially exploit in order to
propagate, which in turn would cause systemic ripples throughout the
European financial ecosystem.

Let me give three examples of why the ECRB is such a useful forum for
cooperation.

First, in the area of information sharing, the ECRB’s Cyber Information and
Intelligence Sharing Initiative (CIISI-EU) allows members to exchange
information about cyber threats and mitigation in a secure and trusted
group environment.
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Second, the ECRB has established a crisis coordination protocol that

facilitates cooperation and coordination, allowing members to exchange
and respond to major cyber threats and incidents.

Third, in the area of training and awareness, the ECRB conducts joint
assessments and training sessions to increase common knowledge and
understanding.

A key pillar of the ECB’s cyber strategy for financial infrastructures is the
TIBER-EU framework for threat-led penetration testing, also known as red
teaming. In June 2022 the ECRB organised a dedicated roundtable on
TIBER-EU where members shared their experience of these kinds of
exercises.

In view of their systemic role in the financial system, we will continue to
focus on pan-European financial infrastructures. Nonetheless, financial
infrastructures are increasingly interdependent through horizontal and

vertical links and common participants.

They are also reliant on information and communication technology and on
third-party service providers. As a result, these infrastructures are exposed
to common risks and vulnerabilities through which cyberattacks could
propagate swiftly if they are not rigorously managed. The ECRB allows us to
join forces to address these risks on a sector-wide level.

Adapting to a constantly changing cyber threat landscape
Let me now turn to the cyber threat landscape.

Threats are becoming increasingly complex. Recent attacks call for constant
vigilance at an operational level, and the continuous reassessment of
regulatory and oversight frameworks to see whether they need to be
updated. Significant but unpredictable shifts can occur at any time. We
must therefore be prepared to understand them and to adapt quickly in
order to mitigate the financial ecosystem’s susceptibility to cyberattacks.

The ECRB has identified supply chain attacks and ransomware as key
threats in the current environment, and artificial intelligence (AI) as an
emerging threat. We have also witnessed how geopolitical developments,
most recently Russia’s aggression against Ukraine, have weaponised
cyberspace. The most prominent examples are distributed denial-of-service
(DDoS) attacks against government and financial entities.

Let me discuss the key current and emerging threats in more detail.
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Supply chain attacks

The financial ecosystem’s reliance on third-party products and services is a
key risk, especially when financial entities outsource critical functions to
them. An attack on these third parties or on their products and services can
disrupt and harm the financial infrastructures that rely on them, with
spillovers to interconnected entities.

When such third-party products and services are widely used in the
financial ecosystem, a cyberattack can have widespread, possibly systemic
effects by having an impact on multiple financial entities at once. That is
why cyber threat actors target these third parties. In so doing, they can
compromise numerous financial entities simultaneously.

The recent cyberattack on the third-party provider ION Cleared Derivatives
shows how an attack on one software provider may cascade onto their
clients. In this specific case, the disruptions to the trading and clearing of
financial derivatives remained limited, but we cannot ignore scenarios
where the attacks could have propagated quickly, disrupting the financial
system.

This case signalled the need for financial entities to review their third-party
providers, the providers of these third-parties, their cyber resilience levels
and the systemic impact that may ensue from a cyberattack on any of these
providers.

In particular, it is vital to assess critical service dependencies on third-party
products and services which could be disrupted or even terminated as a
result of a cyberattack. Mitigating measures need to be put in place.

Against this background, the G7 recently updated its Fundamental
Elements for Third-Party Cyber Risk Management in the Financial Sector.
In addition, the ECRB set up a working group in 2022 to support
third-party cyber risk management.

We must have a cyber resilience mindset at all times. The question we must
ask is not if a cyberattack will happen, but whether we are ready to respond
when it happens.

Over the past year, the ECRB has worked on a conceptual model for how
the financial infrastructure ecosystem could manage such a crisis if it
occurred. It has also developed protocols and networks aimed at supporting
a collective, consistent and comprehensive response to a cyber crisis by
stakeholders.
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Ransomware

The proliferation of ransomware is one of the most significant challenges
currently facing financial entities. Not only may ransomware attacks result
in financial loss, they may also severely disrupt operations.

Even after a ransom is paid, there is no guarantee the decryption key will
actually work or that the stolen data will not be publicly disclosed or further
misused to extort victims’ customers, for example.

Ransomware attacks are growing more sophisticated and damaging, which
in turn may enable ransomware threat actors to obtain even more
resources. 2022 was one of the most active years for ransomware activity.

However, it was also the first year that the majority of victims of
ransomware attacks decided not to pay up, which indicates that the
approach towards ransomware attacks is changing.

Authorities globally are stepping up their efforts to counter ransomware.
For instance, the G7 issued Fundamental Principles on Ransomware
Resilience in October 2022.

We need to tackle ransomware attacks from various angles.

First, every firm must be ready to repel ransomware attacks, either through
the use of proper cyber hygiene practices or by ensuring that data is backed
up regularly and is kept up-to-date and tamper-proof.

Second, enforcement agencies need to conduct forensic analyses, locate
attackers and join forces to prosecute them.

Third, crypto-assets — especially unbacked crypto-assets, which are used to
make ransomware payments owing to the anonymity and money
laundering possibilities they offer — need to be strictly regulated. Similarly,
crypto-asset transfers must be traceable.

The proposed EU Regulation for Markets in Crypto-Assets (MiCA) and
revision to the Regulation on information accompanying transfers of funds,
which extends the “travel rule” to crypto-assets, are important steps.
However, to be effective and prevent regulatory arbitrage, regulation must
be stepped up globally.

Implementation of the Financial Action Task Force (FATF) guidance for

crypto-assets and its enforcement at international level are therefore
crucial.
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In addition, all firms need to have the highest level of cyber controls in

place to prevent attacks from being successful and to detect and recover
from ransomware attacks.

Moreover, insurance firms can lend their support by obtaining assurances
from their clients that they have high-level cyber resilience plans in place
before providing cyber risk insurance policies, thus ensuring that these very
same policies do not lower firms’ incentives to prepare for cyberattacks.

Artificial Intelligence (AI)

Even if we do not realise it, the use of artificial intelligence (AI) is already
widespread. We use Al every day, including on our phones, in our homes
and at the workplace. And firms use it to harness big data.

Al can help to strengthen cybersecurity, for instance, by improving the
detection of highly sophisticated cyberattacks through its ability to identify
abnormal system behaviour compared with an established baseline. This is
the kind of potential that we need to leverage.

But AI can also multiply cyber risks by, for instance, helping malicious
individuals, even those who have limited or no technical skills, draft very
convincing phishing emails or identify topics that will achieve the
maximum engagement from those being targeted.

To make matters worse, Al can even create and fix code that can be used to
exploit and compromise the endpoint.

This opens up new possibilities for malicious individuals to use Al to launch
cyberattacks. Although Al development firms try to install safeguards to
prevent its unethical use, they can be circumvented.

The risks from Al need to be clearly understood and addressed through
regulation and oversight.

By exchanging information among its members and organising roundtables
and training, the ECRB is in a strong position to raise awareness of risks at
an early stage and accumulate knowledge of these types of threats.

For its part, the European Commission has proposed a Regulation on

artificial intelligence that aims to address some of the key risks associated
with Al
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Chart1
Cyber threat landscape for financial market infrastructures in Europe

State actors Extortion Ransomware -

Organised crime Financial gain LR

groups

Hacktivists

Ransomware -
data leaks

Unpatched
vulnerabilities

Disruption

Destruction
Insider threats Data theft

Access to firms' Supply chain -
data > service failure

Data theft

Note: Threats are arranged in descending order of estimated severity.

To read more:
https://www.ecb.europa.eu/press/key/date/2023/html/ecb.sp230308~92
211cdif5.en.html
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U.S. Department of Justice, Criminal Division
Evaluation of Corporate Compliance Programs (Updated March

The “Principles of Federal Prosecution of Business Organizations” in the
Justice Manual describe specific factors that prosecutors should consider in
conducting an investigation of a corporation, determining whether to bring
charges, and negotiating plea or other agreements.

These factors include “the adequacy and effectiveness of the corporation’s
compliance program at the time of the offense, as well as at the time of a
charging decision” and the corporation’s remedial efforts “to implement an
adequate and effective corporate compliance program or to improve an
existing one.”).

Root Cause Analysis — What is the company’s root cause analysis of the misconduct
at issue? Were any systemic issues identified? Who in the company was involved in
making the analysis?

Prior Weaknesses — What controls failed? If policies or procedures should have
prohibited the misconduct, were they effectively implemented, and have functions that
had ownership of these policies and procedures been held accountable?

Payment Systems — How was the misconduct in question funded (e.g., purchase
orders, employee reimbursements, discounts, petty cash)? What processes could have
prevented or detected improper access to these funds? Have those processes been
improved?

Vendor Management — If vendors were involved in the misconduct, what was the
process for vendor selection and did the vendor undergo that process?

Prior Indications — Were there prior opportunities to detect the misconduct in
question, such as audit reports identifying relevant control failures or allegations,
complaints, or investigations? What is the company’s analysis of why such
opportunities were missed?

Remediation — What specific changes has the company made to reduce the risk that
the same or similar issues will occur in the future? What specific remediation has
addressed the issues identified in the root cause and missed opportunity analysis?

Additionally, the United States Sentencing Guidelines advise that
consideration be given to whether the corporation had in place at the time
of the misconduct an effective compliance program for purposes of
calculating the appropriate organizational criminal fine.
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Moreover, Criminal Division policies on monitor selection instruct
prosecutors to consider, at the time of the resolution, whether the
corporation has made significant investments in, and improvements to, its
corporate compliance program and internal controls systems and whether
remedial improvements to the compliance program and internal controls
have been tested to demonstrate that they would prevent or detect similar
misconduct in the future to determine whether a monitor is appropriate.

This document is meant to assist prosecutors in making informed decisions
as to whether, and to what extent, the corporation’s compliance program
was effective at the time of the offense, and is effective at the time of a
charging decision or resolution, for purposes of determining the
appropriate

(1) form of any resolution or prosecution;

(2) monetary penalty, if any; and

(3) compliance obligations contained in any corporate criminal resolution
(e.g., monitorship or reporting obligations).

Because a corporate compliance program must be evaluated in the specific
context of a criminal investigation, the Criminal Division does not use any
rigid formula to assess the effectiveness of corporate compliance programs.

We recognize that each company's risk profile and solutions to reduce its
risks warrant particularized evaluation.

Accordingly, we make a reasonable, individualized determination in each
case that considers various factors including, but not limited to, the
company’s size, industry, geographic footprint, regulatory landscape, and
other factors, both internal and external to the company’s operations, that
might impact its compliance program.

There are, however, common questions that we may ask in the course of
making an individualized determination.

As the Justice Manual notes, there are three “fundamental questions“ a
prosecutor should ask:

1. Is the corporation’s compliance program well designed?
2. Is the program being applied earnestly and in good faith?
In other words, is the program adequately resourced and empowered to

function effectively?

To read more:
https://www.justice.gov/criminal-fraud /page/file/9237501/download
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Financial Stability Institute, FSI Insights on policy implementation No 48
When the music stops — holding bank executives accountable for

misconduct
By Rita Oliveira, Ruth Walters and Raihan Zamil

OBIS

Two lasting imprints of the Great Financial Crisis (GFC) were widespread
failures in corporate governance and systemic breakdowns in corporate
accountability and ethics.

The result was a toxic mix of bank failures or near failures that triggered
financial instability and a global recession, causing widespread job losses
and public bailouts of large financial firms.

Amid the economic downturn, a cascade of misconduct scandals emerged,
eroding public confidence in banks and fuelling societal anger.

As misconduct cases proliferated, supervisory authorities encountered
obstacles in determining the culpability of senior executives, particularly in
large banks.

The dispersion of responsibility of senior executives in large firms, where
decisions are taken at various levels of the firm, made it difficult to
determine accountability where the wrongdoing may have occurred “under
their watch”.

In addition, many prudential authorities viewed the board of directors and
senior management as collective bodies and senior executives could take
cover under collective decision-making.

Following the GFC, international bodies began work to strengthen the
accountability of senior executives.

In 2015, the Basel Committee on Banking Supervision (BCBS) updated its
corporate governance guidelines for banks (BCBS (2015)), which included a
provision for supervisors to issue guidance on the clear allocation of
responsibilities, accountability and transparency of a bank’s senior
executives.

Subsequently, the Financial Stability Board (FSB) published a toolkit to
enhance oversight of misconduct risk, including the advent of bespoke
regimes that tackle individual accountability (FSB (2018)).

This paper outlines the contours of regulatory frameworks that govern the
oversight of individual accountability in six jurisdictions and explores their
implementation challenges. Aside from one jurisdiction, the findings draw
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from an FSI survey combined with follow-up interviews. This was
supplemented by a review of relevant publications in all six jurisdictions.

To date, only three authorities have introduced specific, standalone
frameworks that tackle individual accountability in banks. Most authorities
use general prudential frameworks to address personal accountability, with
one authority using a hybrid approach that combines aspects of both
standalone and prudential frameworks.

For analytical purposes, we identify two broad approaches: the introduction
of free-standing, consolidated “individual accountability regimes” (referred
to as “IAR jurisdictions”) and reliance on broader regulatory frameworks,
including hybrid approaches, to hold individuals to account (“other
approaches to accountability”).

The three IAR jurisdictions share core features that distinguish them from
other approaches to accountability, providing a solid foundation for
Supervisory review.

First, IARs focus on senior executives (“covered individuals™).

Second, firms are required to define and allocate certain responsibilities to
covered individuals, produce “accountability statements” for each of them
and develop firm-wide “responsibility maps”.

Third, covered individuals can be held accountable for failings in their areas
of responsibility unless they have taken “reasonable steps” to prevent
breach(es) from occurring.

These provisions heighten the focus on individual accountability at the
highest levels of a bank, while enabling supervisors to promptly identify the
senior executive(s) responsible when a supervisory concern arises and, if
warranted, to hold them accountable for actions taken by their
subordinates.

Despite the similarities, differences exist among the three IARs. While all
three regimes cover senior roles, the treatment of non-executive directors
(NEDs) varies.

These range from including NEDs (Australia), excluding NEDs (Singapore)
or including a subset of NEDs (United Kingdom (UK)) within the scope of
application.

The latter is the only jurisdiction that imposes heightened conduct
standards on senior executives relative to other staff and prescribes certain
responsibilities that must be allocated to a senior executive(s).
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Finally, both Singapore and the UK extend their IARs beyond senior

executives to include staff whose activities may cause material harm to the
bank or consumers.

Regulatory approaches also vary among the jurisdictions without a specific
IAR. The Single Supervisory Mechanism (SSM) of the European Central
Bank considers individual accountability mainly during fit and proper
(FAP) assessments, which applies to some senior roles.

Hong Kong SAR and the United States assess individual accountability
during ongoing supervision, using common law definitions of “duty of
care”, “duty of loyalty” and broader prudential guidance, under which
senior executives can be held accountable for misconduct.

Of the three jurisdictions without a specific IAR for banks, Hong Kong SAR
comes closest, as its framework contains several elements that we identify
as characterising IARs.

Of all six authorities, the US casts the broadest net, extending the reach of
accountability to encompass banks’ senior executives, their staff and
bank-affiliated parties such as significant shareholders.

Components of individual accountability supervision Graph 1
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To read more: https://www.bis.org/fsi/publ/insights48.pdf
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EBA publishes methodology and draft templates for the 2023
EU-wide stress test
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The European Banking Authority (EBA) published the final methodology,
draft templates and template guidance for the 2023 EU-wide stress test
along with the milestone dates for the exercise.

EUROPEAN
BANKING
AUTHORITY

The methodology and templates cover all relevant risk areas and have
considered the feedback received from industry. The stress test exercise will
be launched in January 2023 with the publication of the macroeconomic
scenarios. The results will be published by the end of July 2023.

The 2023 EU-wide stress test uses a constrained bottom-up approach with
some top-down elements. Balance sheets are assumed to be constant. Focus
is on the assessment of the impact of adverse shocks on banks’ solvency.
Banks are required to estimate the evolution of a common set of risks
(credit, market, counterparty, and operational risk) under an adverse
scenario. Banks are also asked to project the impact of the scenarios on
main income sources.
For net fee and commission income, risk weights of securitisation, and the
credit loss path of sovereign exposures, banks are required to make use of
prescribed parameters. The methodology includes the sample of banks
participating in the exercise.
The stress test templates along with a template guidance are published in
their draft versions as they can still be subject to minor technical
adjustments before their final publication.
Milestone for the 2023 EU-wide stress test

1. Launch of the exercise at the end of January 2023;

2. First submission of results to the EBA at the beginning of April 2023;

3. Second submission to the EBA in mid-May 2023;

4. Third submission to the EBA at the end of June 2023;

5. Final submission to the EBA in mid-July 2023;

6. Publication of results by end-July 2023.
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Macro-financial scenario for the 2023 EU-wide
banking sector stress test

To read more:
https://www.eba.europa.eu/eba-publishes-methodology-and-draft-templa
tes-2023-eu-wide-stress-test
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New types of digital money

Signe Krogstrup, Governor of the National Bank of Denmark, at the
National Bank of Denmark's conference "New types of digital money",
Copenhagen.

Introduction

Ladies and gentlemen. It’s a pleasure to welcome you to the conference
on New types of digital money here at Danmarks Nationalbank.

Digitalization, new technologies and financial innovation are changing
the nature of society. They also touch at the core of central bank mandates
of monetary and financial stability as well as secure and efficient

payment systems.

Central banks are therefore increasingly analysing the implications for the
future of the monetary and financial system. Danmarks Nationalbank is
no exception. We pay close attention to ensure that society reaps the
gains while minimising potential costs of these developments.

This is no simple task. Innovation in digital money and payments is moving
fast and the direction is uncertain. We have to assess how to best respond to
developments as they unfold. But we also need to stand ready

to change our assessment when circumstances change or new insights
emerge.

This is why we have convened you all to this conference today. I'm looking
forward to the presentations and discussions on the agenda. As a

central bank, we want to engage, we want to learn, and we want to be
challenged!

But I would like to start by emphasising what we do know, from monetary
history and scholarship. I will then discuss some of the implications for
our assessment of future types of money.

1. Lessons from history on the functioning of money

History has plenty of examples of money that worked well and money
that didn’t.

For money to work well, it needs to:
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... be an efficient and broadly accepted means of payment.

... be the unit of account in which prices of goods and services are
denominated to anchor our sense of the relative value of different goods
and services.

... and finally, hold a stable predictable value, or purchasing power, over
time. This is essentially what we mean by price stability.

Underlying these attributes of money is trust. You accept money as
payment only when trusting that others will do so as well, now and in
future.

You hold money trusting that it will maintain its purchasing power over
time. Without trust, money does not function.

So, where does trust come from? In earlier monetary history, trust in the
value of money was ensured in so-called “commodity money”; money
with intrinsic value and use in its own right. Examples are plentiful:
Cigarettes during wars, pearls or gold coins. Historically, gold had value in
terms of its use for making jewellery.

The history of the gold standard illustrates a universal lesson about the
value of money: the supply of money has to adjust to the demand for
money for transactions, to ensure stable value and prices.

Gold did not succeed in ensuring stable prices because its supply is largely
determined by production from gold mines, and not by the needs of the
economy. An expanding economy without an expanding supply of money
leads to deflation.

The gold standard was succeeded by fiat money. That is, money with no
intrinsic value, issued by banks or monetary institutions. Unlike gold
coins, the supply of fiat money is under the control of the issuer.

Herein lies both a strength and a weakness of fiat money. It can be issued
to ensure stable value, but it can also be issued to cover short term
financing needs of the issuer, leading to an eventual loss of value.

An often-quoted example is the 19th century US Free Banking Era. During
that era, commercial banks issued their own fiat money, without a central
bank issued currency. Banks were often tempted to over-issue money
without sufficient backing, leading to frequent episodes of a loss of trust
and bank runs.

The temptation to over-issue has also been present during historical
episodes with central banks or with governments as issuers
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of money. This has been the case when financing needs have dominated
concerns about monetary and financial stability.

This brings me to another important lesson, namely that to maintain trust
in fiat money, there has to be trust in the issuer’s commitment to keep
the value of money stable as the economy evolves.

The current monetary system has a strong track record of achieving this
trust. In the current system, central banks as well as commercial banks
issue fiat money with the same unit of account, as illustrated in the slide.

To read more:
https://www.nationalbanken.dk/en/pressroom/speeches/Pages/2023/Go
vernor-Signe-Krogstrups-speech-at-Danmarks-Nationalbanks-conference-
New-types-of-digital-money.aspx
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Joint ESAs-ECB Statement on disclosure on climate change for
structured finance products
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The European Supervisory Authorities1 (ESAs) and the ECB are committed
to contributing to the transition towards a more sustainable economy
within their respective mandates.

As investment in financial products meeting high environmental, social and
governance (ESG) standards is increasingly important in the European
Union (EU), it has also become a priority for structured finance products to
disclose climate-related information on the underlying assets.

ESMA, with the contribution of EBA, EIOPA and the ECB, is hence working
towards enhancing disclosure standards for securitised assets by including
new, proportionate and targeted climate change-related information.

The ESAs and the ECB also call on issuers, sponsors and originators of such
assets at EU level to proactively collect high-quality and comprehensive
information on climate-related risks during the origination process.

This call for improved disclosure concerns all funding instruments that are
backed by the same type of underlying assets.

Enhanced climate related data are needed for securitised assets

Securitisation transactions are often backed by assets that could be directly
exposed to physical or transition climate-related risks, such as real estate
mortgages or auto loans.

Since the value of these underlying assets could be affected by
climate-related events, the ESAs and the ECB share the view that the
reporting on existing climate-related metrics needs to improve, and that
additional metrics are necessary.

Additional climate related data will allow investors to better identify
climate change-related risks while avoiding overreliance on estimates from
external sources. The lack of climate-related data on the assets underlying
structured finance products not only poses a problem for properly assessing
and addressing climate-related risks but also impedes the classification of
products and services as sustainable under the EU Taxonomy Regulation
and Sustainable Finance Disclosure Regulation (SFDR).
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The ESAs and the ECB are committed to supporting better and targeted
disclosures for structured finance products

The ESAs are committed to promoting transparency and robust disclosure
requirements for financial institutions and financial products.

The ESAs have been developing advice and Regulatory Technical Standards
under the EU Taxonomy Regulation and the Sustainable Finance
Disclosure Regulation.

They are also currently reviewing the SFDR Delegated Regulation to
enhance ESG disclosures by financial market participants, including to
require additional disclosures on decarbonisation targets.

Sustainable finance is a key priority of the ESAs, and further deepening the
integration of ESG factors across their activities will be a focus for their
action in the coming months and years.

Enhanced climate-related disclosure requirements for securitised assets are
also essential to the ECB.

Assets-backed securities constitute one of the most important asset classes
mobilised by counterparties as collateral in Eurosystem credit operations.
Moreover, the Eurosystem, with its asset backed securities purchase
programme (ABSPP), has also become one of the largest investors in such
assets in the euro area.

In July 2022 the ECB announced that it was taking further steps to include
climate change considerations in its purchase programmes and collateral
framework with the aims to better take into account climate-related
financial risk in monetary policy implementation and — within its mandate
— to support the green transition of the economy in line with the EU’s
climate neutrality objectives.

In this context, the ECB is committed to acting as a catalyst, engaging
closely with the relevant EU authorities to support better and harmonised
disclosure of climate-related data for assets mobilised as collateral.

Proportionate, standardised and readily accessible data Substantial efforts
are already underway to improve sustainability-related transparency in
securitisations.

The ESAs have been developing templates for voluntary

sustainability-related disclosures for “simple, transparent and
standardised” (STS) securitisations.
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In March 2022, the EBA also provided guidance on how ESG standards
could be implemented in the context of securitisation.

To read more:
https://www.eiopa.europa.eu/system/files/2023-03/ESAs-ECB-Joint-Stat
ement-on-disclosures-for-securitisations-6%2o0March-2023.pdf
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Proposal for a regulation on Markets in Crypto-assets (MiCA)

EUROPEAN COMMISSION

This proposal seeks to provide legal certainty for crypto-assets not covered
by existing EU financial services legislation and establish uniform rules for
crypto-asset service providers and issuers at EU level. The proposed
Regulation will replace existing national frameworks applicable to
crypto-assets not covered by existing EU financial services legislation and
also establish specific rules for so-called ‘stablecoins’, including when these
are e-money. The proposed Regulation is divided into nine Titles.

Title I sets the subject matter, the scope and the definitions. Article 1 sets
out that the Regulation applies to crypto-asset service providers and
issuers, and establishes uniform requirements for transparency and
disclosure in relation to issuance, operation, organisation and governance
of crypto-asset service providers, as well as establishes consumer protection
rules and measures to prevent market abuse.

Article 2 limits the scope of the Regulation to crypto-assets that do not
qualify as financial instruments, deposits or structured deposits under EU
financial services legislation.

Article 3 sets out the terms and definitions that are used for the purposes of
this Regulation, including ‘crypto-asset’, ‘issuer of crypto-assets’,
‘asset-referenced token’ (often described as ‘stablecoin’), ‘e-money token’
(often described as ‘stablecoin’), ‘crypto-asset service provider’, ‘utility
token’ and others.

Article 3 also defines the various crypto-asset services. Importantly, the
Commission may adopt delegated acts to specify some technical elements of
the definitions, to adjust them to market and technological developments.

Title II regulates the offerings and marketing to the public of crypto-assets
other than asset-referenced tokens and e-money tokens.

It indicates that an issuer shall be entitled to offer such crypto-assets to the
public in the Union or seek an admission to trading on a trading platform
for such crypto-assets if it complies with the requirements of Article 4, such
as the obligation to be established in the form of a legal person or the
obligation to draw up a crypto-asset white paper in accordance with Article
5 (with Annex I) and the notification of such a crypto-asset white paper to
the competent authorities (Article 7) and its publication (Article 8).

Once a whitepaper has been published, the issuer of crypto-assets can offer
its crypto-assets in the EU or seeks an admission of such crypto-assets to
trading on a trading platform (Article 10).
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Article 4 also includes some exemptions from the publication of a
whitepaper, including for small offerings of crypto-assets (below €1 million
within a twelve-month period) and offerings targeting qualified investors as
defined by the Prospectus Regulation (Regulation EU 2017/1129).

Article 5 and Annex I of the proposal set out the information requirements
regarding the crypto-asset white paper accompanying an offer to the public
of crypto-assets or an admission of crypto-assets to a trading platform for
crypto-assets, while Article 6 imposes some requirements related to the
marketing materials produced by the issuers of crypto-assets, other than
asset-referenced tokens or e-money tokens.

The crypto-asset white paper will not be subject to a pre-approval process
by the national competent authorities (Article 7). It will be notified to the
national competent authorities with an assessment whether the
crypto-asset at stake constitutes a financial instrument under the Markets
in Financial Instruments Directive (Directive 2014/65/EU), in particular.

After the notification of the crypto-asset white paper, competent authorities
will have the power to suspend or prohibit the offering, require the
inclusion of additional information in the crypto-asset white paper or make
public the fact that the issuer is not complying with the Regulation (Article

7).

Title IT also includes specific provisions on the offers of crypto-assets that
are limited in time (Article 9), the amendments of an initial crypto-asset
white paper (Article 11), the right of withdrawal granted to acquirers of
crypto-assets (Article 12), the obligations imposed on all issuers of
crypto-assets (Article 13) and on the issuers’ liability attached to the
crypto-asset white paper (Article 14).

Title ITI, Chapter 1 describes the procedure for authorisation of
asset-referenced token issuers and the approval of their crypto-asset white
paper by national competent authorities (Articles 16 to 19 and Annexes I
and II). To be authorised to operate in the Union, issuers of
asset-referenced tokens shall be incorporated in the form of a legal entity
established in the EU (Article 15).

Article 15 also indicates that no asset-referenced tokens can be offered to
the public in the Union or admitted to trading on a trading platform for
crypto-assets if the issuer is not authorised in the Union and it does not
publish a crypto-asset white paper approved by its competent authority.
Article 15 also includes exemptions for small-scale asset-referenced tokens
and for asset-referenced tokens that are marketed, distributed and
exclusively held by qualified investors. Withdrawal of an authorisation is
detailed in Article 20 and Article 21 sets out the procedure for modifying
the crypto-asset white paper.
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Title ITI, Chapter 2 sets out the obligations for issuers of asset-referenced
tokens. It states they shall act honestly, fairly and professionally (Article
23). It lays down the rules for the publication of the crypto-asset white
paper and potential marketing communications (Article 24) and the
requirements for these communications (Article 25). Further, issuers are
subject to ongoing information obligations (Article 26) and they are
required to establish a complaint handling procedure (Article 27).

They shall also comply with other requirements, such as rules on conflicts
of interest (Article 28), notification on changes to their management body
to its competent authority (Article 29), governance arrangements (Article
30), own funds (Article 31), rules on the reserve of assets backing the
asset-referenced tokens (Article 32) and requirements for the custody of the
reserve assets (Article 33).

Article 34 explains that an issuer shall only invest the reserve assets in
assets that are secure, low risk assets. Article 35 also imposes on issuers of
asset-referenced tokens the disclosure of the rights attached to the
asset-referenced tokens, including any direct claim on the issuer or on the
reserve of assets. Where the issuer of asset-referenced tokens does not offer
direct redemption rights or claims on the issuer or on the reserve assets to
all holders of asset-reference tokens, Article 35 provides holders of
asset-referenced tokens with minimum rights. Article 36 prevents issuers of
asset-referenced tokens and crypto-asset service providers from granting
any interest to holders of asset-referenced tokens.

Title III, Chapter 4, sets out the rules for the acquisition of issuers of
asset-referenced tokens, with Article 37 detailing the assessment of an
intended acquisition, and Article 38 the content of such an assessment.

Title III, Chapter 5, Article 39 sets out the criteria that EBA shall use
when determining whether an asset-referenced token is significant. These
criteria are: the size of the customer base of the promoters of the
asset-referenced tokens, the value of the asset-referenced tokens or their
market capitalisation, the number and value of transactions, size of the
reserve of assets, significance of the issuers’ cross-border activities and the
interconnectedness with the financial system.

Article 39 also includes an empowerment for the Commission to adopt a
delegated act in order to specify further the circumstances under which and
thresholds above which an issuer of asset-referenced tokens will be
considered significant. Article 39 includes some minimum thresholds that
the delegated act shall in any case respect.

Article 40 details the possibility for an issuer of an asset-referenced token to
classify as significant at the time of applying for an authorisation on their
own initiative. Article 41 lists the additional obligations applicable to

Basel iii Compliance Professionals Association (BiiiCPA)



Page |29

issuers of significant asset-referenced tokens, such as additional own funds
requirements, liquidity management policy and interoperability.

Tittle ITI, Chapter 6, Article 42 obliges the issuer to have a procedure in
place for an orderly wind-down of their activities.

Title IV, Chapter 1 describes the procedure for authorisation as an issuer
of e-money tokens. Article 43 describes that no e-money tokens shall be
offered to the public in the Union or admitted to trading on a crypto-asset
trading platform unless the issuer is authorised as a credit institution or as
an ‘electronic money institution’ within the meaning of Article 2(1) of
Directive 2009/110/EC. Article 43 also states that ‘e-money tokens’ are
deemed electronic money for the purpose of Directive 2009/110/EC.

Article 44 describes how holders of e-money tokens shall be provided with a
claim on the issuer: e-money tokens shall be issued at par value and on the
receipt of funds, and upon request by the holder of e-money tokens, the
issuers must redeem them at any moment and at par value. Article 45
prevents issuers of e-money tokens and crypto-asset service providers from
granting any interest to holders of e-money tokens.

Article 46 and Annex III sets out the requirements for the crypto-asset
white paper accompanying the issuance of e-money tokens, for example:
description of the issuer, detailed description of the issuer’s project,
indication of whether it concerns an offering of e-money tokens to the
public or admission of these to a trading platform, as well as information on
the risks relating to the e-money issuer, the e-money tokens and the
implementation of any potential project.

Article 47 includes provision on the liability attached to such crypto-asset
white paper related to e-money tokens. Article 48 sets requirements for
potential marketing communications produced in relation to an offer of
e-money tokens and Article 49 states that any funds received by an issuer in
exchange for e-money tokens, shall be invested in assets denominated in
the same currency as the one referenced by the e-money token.

Title IV, Chapter 2, Article 50 states that the EBA shall classify e-money
tokens as significant on the basis of the criteria listed in Article 39. Article
51 details the possibility of an issuer of an e-money token to classify as
significant at the time of applying for an authorisation on their own
initiative. Article 52 contains the additional obligations applicable to issuers
of significant e-money tokens. Issuers of significant e-money tokens must
apply Article 33 on the custody of the reserve assets and Article 34 on the
investment of these assets instead of Article 7 of Directive 2009/110/EC,
Article 41, paragraphs 1, 2, and 3 on remuneration, interoperability and
liquidity management, Article 41, paragraph 4 instead of Article 5 of
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Directive 2009/110/EC and Article 42 on an orderly wind-down of their
activities.

To read more:
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52

020PC0593&from=EN
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Remarks at the IIB Annual Washington Conference “Trust and

Global Banking: Lessons for Crypto”.
Acting Comptroller of the Currency Michael J. Hsu.

Office of the
Comptroller of the Currency

Thank you for inviting me to the 2023 Institute of International Bankers
(IIB) Annual Washington Conference. It is a pleasure and an honor to be
here.

I would like to speak today about what it takes to build and maintain trust
in global banking and what lessons this may hold for crypto. In particular, I
believe there are strong parallels between FTX and the Bank of Credit and
Commerce International — better known in bank regulatory circles as BCCI
— which failed in 1991 and led to significant changes in how global banks
are supervised.

Let me start by highlighting key features of the trust architecture for global
banking that has been constructed over the past several decades. That will
lead to a discussion of BCCI, parallels to FTX, and lessons for crypto.

Trust in Global Banking Banking is global, while bank regulation and
supervision are local. This creates challenges for bank regulators located in
different jurisdictions tasked with ensuring the safety and soundness of
different parts of global banks.

There are two key risks. First, there is the risk of an unlevel playing field —
where rules differ by jurisdiction — which can enable regulatory arbitrage by
banks and drive races to the bottom by local authorities. Second, there is
the risk of regulators having limited visibility into and influence over global
banks — what one might call “supervisability” risk. Host and home
regulators, having differing lines of sight and authorities into different
entities within a global bank, may struggle to see the true risk profile of the
enterprise and may be limited in their abilities to address gaps.

The risk of an unlevel playing field can be mitigated by coordination among
home and host authorities, while the supervisability risk of global banks can
only be solved through collaboration.

To read more:
https://www.ots.treas.gov/news-issuances/speeches/2023/pub-speech-20

23-23.pdf
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FSB Chair’s letter to G20 Finance Ministers and Central Bank
Governors

FINANCIAL
STABILITY
BOARD

This letter was submitted to G20 Finance Ministers and Central Bank
Governors (FMCBG) ahead of the G20’s meeting on 24-25 February.

FINANCIAL
STABILITY
BOARD

THE CHAIR 20 February 2023

To G20 Finance Ministers and Central Bank Governors

The financial stability outlook remains challenging. While expectations of a
‘soft landing’ for the global economy have grown, the outlook remains
clouded by uncertainty.

The combination of near record-high levels of debt, rising debt service costs
and stretched asset valuations in some key markets can pose serious threats
to financial stability.

The letter lays out the FSB’s work during 2023 to monitor and address
these conjunctural vulnerabilities, as well as a number of structural
vulnerabilities.

The letter introduces the reports the FSB is delivering to the February G2o
FMCBG meeting, which cover:

The financial stability aspects of commodity markets, which forms part of
the FSB’s work programme to strengthen the resilience of the NBFI sector.

The financial stability risks of decentralised finance (DeFi), a fast-growing
segment of the crypto-asset ecosystem. The report forms part of the FSB’s
work programme, jointly with sectoral standard setters, for the delivery of a
consistent and comprehensive regulatory framework for crypto-assets.

Priority actions for achieving the G20 targets for enhancing cross-border

payments. The report contains a detailed set of next steps to achieve the
G20 cross-border payments roadmap’s goals and is being accompanied by
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the establishment of two new taskforces to work in partnership with the
private sector.

The letter also outlines forthcoming work to enhance cyber and operational
resilience; and to address climate-related financial risks, through the FSB’s
climate roadmap.

Crypto-assets and decentralised finance

The events of the past year, such as the collapse of FTX, have highlighted
the intrinsic volatility and structural vulnerabilities of crypto-assets.

We have now seen first-hand that the failure of a key intermediary in the
crypto-asset ecosystem can quickly transmit risks to other parts of that
ecosystem. And, if linkages to traditional finance grow, risks from
crypto-asset markets could spill over onto the broader financial system.

The G20 has charged the FSB with coordinating the delivery of an effective
and comprehensive regulatory framework for cryptoassets, for which we
and the sectoral standard setters have jointly put forth an ambitious 2023
work programme.

This year, the FSB will finalise its recommendations for the regulation,
supervision and oversight of crypto-assets and markets and its
recommendations targeted at global stablecoin arrangements, which have
characteristics that may make threats to financial stability more acute.

The recommendations for global stablecoin arrangements include guidance
to strengthen governance frameworks, clarify and strengthen the
redemption rights and the need to maintain effective stabilisation
mechanisms, among other revisions.

Importantly, the FSB’s work concludes that many existing stablecoins
would not currently meet these high-level recommendations, nor would
they meet the international standards and supplementary, more detailed
BIS Committee on Payments and Market Infrastructures-International
Organization of Securities Commissions guidance.

Collectively, these recommendations seek to promote the
comprehensiveness and international consistency of regulatory and
supervisory approaches, recognizing that many crypto-asset activities and
markets are currently not compliant with applicable regulations or are
unregulated. We are working with our members, including the sectoral
standard-setting bodies, to complete this critical work.

Additionally, we will deliver a joint paper with the IMF later this year that
synthesises the policy findings from IMF work on macroeconomic and
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monetary issues and FSB work on supervisory and regulatory issues
associated with cryptoassets.

We will also explore how to address the cross-border risks specific to
EMDEs. Publication of the FSB’s recommendations will only be the
beginning of the next phase of work in this area, as the standard-setting
bodies will need to make their own, more detailed, recommendations, and
member jurisdictions will need to implement the recommendations.

The FSB will continue to coordinate that work, as necessary, and going
forward will monitor implementation of the recommendations together
with the standard-setters.

Once the work is completed, the appropriate regulation of crypto-assets,
based on the principle of ‘same activity, same risk, same regulation’ will
provide the beginning of a strong basis for harnessing potential benefits
associated with this form of financial innovation while containing its risks.

Within the crypto-asset ecosystem, so-called decentralised finance (DeFi)
has emerged as a fast-growing segment, and we are delivering to this
meeting a report on DeFi.

Our report points to the need for proactive monitoring, filling data gaps,
and exploring to what extent the cryptoasset recommendations may need to
be enhanced to cover DeFi risks.

We will build on this work to examine whether additional policy
recommendations are needed to deal with this growing segment.

The FSB continues to conduct forward-looking analysis to assess the
implications of cryptoassets for financial stability.

This year we are undertaking in-depth analysis of the large cryptoasset
intermediaries that provide a wide range of services to the ecosystem.

We will also undertake analysis of the increasing trend toward the
tokenisation of assets and how that could affect financial stability.

Enhancing cross-border payments

One factor that has helped spur the development of the crypto-asset
ecosystem is dissatisfaction with the existing system of cross-border

payments.

In 2020, G20 Leaders endorsed the Roadmap for Enhancing Cross-border
Payments, in order to address the frictions that such payments currently
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face and thereby achieve faster, cheaper, more transparent and more
inclusive cross-border payment services.

Last year we reported to the G20 that this work had reached the next phase,
focused on implementation.

For this meeting, the FSB is delivering a report with detailed next steps
under the new phase of the Roadmap, comprising high-priority, practical
steps to achieve the Roadmap’s goals.

This is being accompanied by the setting up of two new taskforces to work
in partnership with the private sector as we take the work forward.
Continued G20 support remains vital here.

To read more: https://www.fsb.org/wp-content/uploads/P200223-1.pdf
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European Parliament resolution on the adequacy of the
protection afforded by the EU-US Data Privacy Framework

European Parliament %l-_:n
2019-2024 =
Committee on Civil Liberties, Justice and Home Affairs

DRAFT MOTION FOR A RESOLUTION, to wind up the debate on the
statement by the Commission pursuant to Rule 132(2) of the Rules of
Procedure on the adequacy of the protection afforded by the EU-US Data
Privacy Framework (2023/2501(RSP)) Juan Fernando Lopez Aguilar, on
behalf of the Committee on Civil Liberties, Justice and Home Affairs

The European Parliament,

— having regard to the Charter of Fundamental Rights of the European
Union (‘the Charter’), in particular Articles 7, 8, 16, 47 and 52 thereof,

— having regard to the judgment of the Court of Justice of 6 October 2015 in
Case C-362/14 Maximillian Schrems v Data Protection Commissioner
(‘Schrems I'),

— having regard to the judgment of the Court of Justice of 16 July 2020 in
Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited
and Maximillian Schrems (‘Schrems II"),

— having regard to its enquiry into the revelations made by Edward
Snowden on the electronic mass surveillance of EU citizens, including the
findings in its resolution of 12 March 2014 on the US NSA surveillance
programme, surveillance bodies in various Member States and their impact
on EU citizens’ fundamental rights and on transatlantic cooperation in
Justice and Home Affairs,

— having regard to its resolution of 26 May 2016 on transatlantic data flows,

— having regard to its resolution of 6 April 2017 on the adequacy of the
protection afforded by the EU-US Privacy Shield,

— having regard to its resolution of 5 July 2018 on the adequacy of the
protection afforded by the EU-US Privacy Shield,

— having regard to its resolution of 20 May 2021 on the ruling of the CJEU
of 16 July 2020 — Data Protection Commissioner v Facebook Ireland
Limited and Maximillian Schrems (‘Schrems II’), Case C-311/18,
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— having regard to the Commission draft Implementing Decision pursuant
to Regulation (EU) 2016/679 of the European Parliament and of the
Council on the adequate level of protection of personal data under the
EU-US Data Privacy Framework,

— having regard to President of the United States’ Executive Order 14086 of
7 October 2022 on Enhancing Safeguards For United States Signals
Intelligence Activities,

— having regard to the Regulation on the Data Protection Review Court
issued by the US Attorney General (‘AG Regulation’),

— having regard to Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (‘GDPR’), in particular
Chapter V thereof,

— having regard to the Commission proposal of 10 January 2017 for a
regulation of the European Parliament and of the Council concerning the
respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (Regulation on
Privacy and Electronic Communications) (COM(2017)0010), to the
decision to enter into interinstitutional negotiations confirmed by
Parliament’s plenary on 25 October 2017, and to the Council’s general
approach adopted on 10 February 2021 (6087/21),

— having regard to the European Data Protection Board (EDPB)
Recommendations 01/2020 on measures that supplement transfer tools to
ensure compliance with the EU level of protection of personal data, and to
the EDPB Recommendations 02/2020 on the European Essential
Guarantees for surveillance measures,

— having regard to the EDPB Opinion of [to be added],
— having regard to Rule 132(2) of its Rules of Procedure,

A. whereas in the ‘Schrems I’ judgment, the Court of Justice of the
European Union (CJEU) invalidated the Commission Decision of 26 July
2000 pursuant to Directive 95/46/EC of the European Parliament and of
the Council on the adequacy of the protection provided by the safe harbour
privacy principles and related frequently asked questions issued by the US
Department of Commerce, and pointed out that indiscriminate access by
intelligence authorities to the content of electronic communications
violates the essence of the fundamental right to confidentiality of
communications provided for in Article 7 of the Charter;
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B. whereas in the ‘Schrems II’ judgment, the CJEU invalidated Commission
Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on the
adequacy of the protection provided by the EU-U.S. Privacy Shield and
concluded that it did not provide sufficient legal remedies against mass
surveillance for non-US nationals and that this violates the essence of the
fundamental right to a legal remedy as provided for in Article 47 of the
Charter;

C. whereas on 7 October 2022, the President of the United States of
America signed Executive Order 14086 on Enhancing Safeguards For
United States Signals Intelligence Activities (‘EQ’);

D. whereas on 13 December 2022 the Commission launched the process to
adopt an adequacy decision for the EU-US Data Privacy Framework;

E. whereas, when examining the level of protection afforded by a third
country, the Commission is obliged to assess the content of the rules
applicable in that country deriving from its domestic law or its international
commitments, as well as the practice designed to ensure compliance with
those rules;

F. whereas the ability to transfer personal data across borders has the
potential to be a key driver of innovation, productivity and economic
competitiveness; whereas these transfers should be carried out in full
respect for the right to the protection of personal data and the right to
privacy; whereas one of the fundamental objectives of the EU is the
protection of fundamental rights, as enshrined in the Charter;

G. whereas the GDPR applies to all companies processing the personal data
of data subjects in the EU, where the processing activities are related to the
offering of goods or services to such data subjects in the Union, or the
monitoring of their behaviour as far as their behaviour takes place within
the Union;

H. whereas mass surveillance, including the bulk collection of data, by state
actors is detrimental to the trust of European citizens and businesses in
digital services and, by extension, in the digital economy;

I. whereas controllers should always be accountable for compliance with
data protection obligations, including demonstrating compliance for any
data processing whatever its nature, scope, context, purposes and risks for
data subjects;

J. whereas there is no federal privacy and data protection legislation in the
United States (US); whereas the EU and the US have differing definitions of
key data protection concepts such as principles of necessity and
proportionality;
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1. Recalls that privacy and data protection are legally enforceable
fundamental rights enshrined in the Treaties, the Charter and the European
Convention of Human Rights, as well as in laws and case-law; emphasises
that they must be applied in a manner that does not unnecessarily hamper
trade or international relations, but can be balanced only against other
fundamental rights and not against commerecial or political interests;

2. Acknowledges the efforts made in the EO to lay down limits on US
Signals Intelligence Activities, by referring to the principles of
proportionality and necessity, and providing a list of legitimate objectives
for such activities; points out, however, that these principles are
long-standing key elements of the EU data protection regime and that
their substantive definitions in the EO are not in line with their definition
under EU law and their interpretation by the CJEU; points out,
furthermore, that for the purposes of the EU-US Data Privacy Framework,
these principles will be interpreted solely in the light of US law and legal
traditions; points out that the EO requires that signals intelligence must be
conducted in a manner proportionate to the ‘validated intelligence
priority’, which appears to be a broad interpretation of proportionality;

3. Regrets the fact that the EO does not prohibit the bulk collection of data
by signals intelligence, including the content of communications; notes that
the list of legitimate national security objectives can be expanded by the US
President, who can determine not to make the relevant updates public;

4. Points out that the EO does not apply to data accessed by public
authorities via other means, for example through the US Cloud Act or the
US Patriot Act, by commercial data purchases, or by voluntary data sharing
agreements;

5. Points out that the decisions of the Data Protection Review Court
(‘DPRC’) will be classified and not made public or available to the
complainant; points out that the DPRC is part of the executive branch and
not the judiciary; points out that a complainant will be represented by a
‘special advocate’ designated by the DPRC, for whom there is no
requirement of independence; points out that the redress process provided
by the EO is based on secrecy and does not set up an obligation to notify the
complainant that their personal data has been processed, thereby
undermining their right to access or rectify their data; notes that the
proposed redress process does not provide for an avenue for appeal in a
federal court and therefore, among other things, does not provide any
possibility for the complainant to claim damages; concludes that the DPRC
does not meet the standards of independence and impartiality of Article 47
of the Charter;

6. Notes that, while the US has provided for a new mechanism for remedy
for issues related to public authorities’ access to data, the remedies
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available for commercial matters under the adequacy decision are
insufficient; notes that these issues are largely left to the discretion of
companies, which can select alternative remedy avenues such as
dispute resolution mechanisms or the use of companies’ privacy
programmes;

7. Notes that European businesses need and deserve legal certainty;
stresses that successive data transfer mechanisms, which were
subsequently repealed by the CJEU, created additional costs for European
businesses; notes that continuing uncertainty and the need to adapt to new
legal solutions is particularly burdensome for micro, small and
medium-sized enterprises;

8. Points out that, unlike all other third countries that have received an
adequacy decision under the GDPR, the US still does not have a federal data
protection law; points out that the EO is not clear, precise or foreseeable in
its application, as it can be amended at any time by the US President; is
therefore concerned about the absence of a sunset clause which could
provide that the decision would automatically expire four years after its
entry into force;

9. Emphasises that adequacy decisions must include clear and strict
mechanisms for monitoring and review in order to ensure that decisions are
future proof and that EU citizens’ fundamental right to data protection is
guaranteed;

Conclusions

10. Recalls that, in its resolution of 20 May 2021, Parliament called on the
Commission not to adopt any new adequacy decision in relation to the US,
unless meaningful reforms were introduced, in particular for national
security and intelligence purposes;

11. Concludes that the EU-US Data Privacy Framework fails to create actual
equivalence in the level of protection; calls on the Commission to continue
negotiations with its US counterparts with the aim of creating a mechanism
that would ensure such equivalence and which would provide the adequate
level of protection required by Union data protection law and the Charter as
interpreted by the CJEU; urges the Commission not to adopt the adequacy
finding;

12. Instructs its President to forward this resolution to the Council, the

Commission and the President and Congress of the United States of
America.

Basel iii Compliance Professionals Association (BiiiCPA)



Page |41
Agencies issue joint statement on liquidity risks resulting from

crypto-asset market vulnerabilities
Board of Governors of the Federal Reserve System, Federal Deposit

2

=
il

The Board of Governors of the Federal Reserve System (Federal Reserve),
the Federal Deposit Insurance Corporation (FDIC), and the Office of the
Comptroller of the Currency (OCC) (collectively, the agencies) are issuing
this statement on the liquidity risks presented by certain sources of funding
from crypto-asset-related entities, and some effective practices to manage
such risks.

The statement reminds banking organizations to apply existing risk
management principles; it does not create new risk management principles.

Banking organizations are neither prohibited nor discouraged from
providing banking services to customers of any specific class or type, as
permitted by law or regulation.

Liquidity Risks Related to Certain Sources of Funding from
Crypto-Asset-Related Entities

This statement highlights key liquidity risks associated with crypto-assets
and cryptoasset sector participants that banking organizations should be
aware of.

In particular, certain sources of funding from crypto-asset-related entities
may pose heightened liquidity risks to banking organizations due to the
unpredictability of the scale and timing of deposit inflows and outflows,
including, for example:

1. Deposits placed by a crypto-asset-related entity that are for the benefit
of the crypto-asset-related entity’s customers (end customers). The
stability of such deposits may be driven by the behavior of the end customer
or crypto-asset sector dynamics, and not solely by the crypto-asset-related
entity itself, which is the banking organization’s direct counterparty.

The stability of the deposits may be influenced by, for example,
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periods of stress, market volatility, and related vulnerabilities in the

crypto-asset sector, which may or may not be specific to the
crypto-asset-related entity.

Such deposits can be susceptible to large and rapid inflows as well as
outflows, when end customers react to crypto-asset-sector-related market
events, media reports, and uncertainty.

This uncertainty and resulting deposit volatility can be exacerbated by end
customer confusion related to inaccurate or misleading representations of
deposit insurance by a crypto-asset related entity.

2. Deposits that constitute stablecoin-related reserves. The stability of such
deposits may be linked to demand for stablecoins, the confidence of
stablecoin holders in the stablecoin arrangement, and the stablecoin
issuer’s reserve management practices.

Such deposits can be susceptible to large and rapid outflows stemming
from, for example, unanticipated stablecoin redemptions or dislocations in
crypto-asset markets.

More broadly, when a banking organization’s deposit funding base is
concentrated in crypto-asset-related entities that are highly interconnected
or share similar risk profiles, deposit fluctuations may also be correlated,
and liquidity risk therefore may be further heightened.

Effective Risk Management Practices

In light of these heightened risks, it is important for banking organizations
that use certain sources of funding from crypto-asset-related entities, such
as those described above, to actively monitor the liquidity risks inherent in
such funding sources and establish and maintain effective risk management
and controls commensurate with the level of liquidity risks from such
funding sources.

Effective practices for these banking organizations could include, for
example:

 Understanding the direct and indirect drivers of potential behavior of
deposits from crypto-asset-related entities and the extent to which those
deposits are susceptible to unpredictable volatility.

« Assessing potential concentration or interconnectedness across deposits
from cryptoasset-related entities and the associated liquidity risks.

« Incorporating the liquidity risks or funding volatility associated with
crypto-asset related deposits into contingency funding planning, including
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liquidity stress testing and, as appropriate, other asset-liability governance
and risk management processes.

e Performing robust due diligence and ongoing monitoring of
crypto-asset-related entities that establish deposit accounts, including
assessing the representations made by those crypto-asset-related entities to
their end customers about such deposit accounts that, if inaccurate, could
lead to rapid outflows of such deposits.

To read more:
htips://www.federalreserve.gov/newsevents/pressreleases/bcreg2023022

3a.htm
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Advancing macroprudential tools for cyber resilience

«*+ | ESRB
European Systemic Risk Board
t I

*
*

The ESRB worked in 2022 within the context of a substantially heightened
cyber threat environment across Europe.

The cyber activity resulting from Russia’s invasion of Ukraine have
affected both Ukraine and EU Member States directly and indirectly.

Furthermore, an increase in cyber attacks and the active sabotage of power
and telecommunications infrastructure in EU Member States — which the
financial sector relies on — present significant threats to financial

stability.

The ESRB responded to this heightened cyber threat environment by:

1. Enhancing the exchange of information across jurisdictions and
authorities.

2. Focusing on the tools and elements needed to advance cyber resilience
and strengthen preparedness for potential cyber incidents.

3. Advancing a cyber resilience scenario testing (CyRST) approach: the
ESRB completed further work on this approach, which could support
authorities in:

(i) testing the response and recovery capacity of the financial system against
severe but plausible scenarios involving a cyber incident,

(ii) evaluating their impact on financial and operational stability, and
(iii) identifying areas where further work is required to mitigate cyber risks.

4. Developing the concept for a systemic impact tolerance objective (SITO):
the ESRB worked on developing SITOs, which can assist in identifying and
measuring the impacts of cyber incidents on the financial system, and
evaluating when they are likely to breach tolerance levels and cause
significant disruption.

5. Reviewing current financial crisis management tools: the ESRB
evaluated whether these tools are sufficient for adequately responding to
system-wide cyber incidents.

The heightened cyber threat environment across Europe calls for a step
change in enhancing system-wide cyber resilience.
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The resistance and detection capabilities of individual entities constitute a
first layer of defence against cyber incidents.

The Digital Operational Resilience Act (DORA) is part of an ongoing effort
at the EU level to improve the cyber resilience of individual entities.

Threat-led penetration tests outlined by DORA, such as the European
Framework for Threat Intelligence-based Ethical Red Teaming
(TIBER-EU), provide a way of testing this first layer of defence.

However, further layers of defence are needed to increase the resilience of
the financial system as a whole against cyber incidents.

Against this background, the ESRB has three key areas of focus.

1. The ESRB encourages authorities to use the CyRST approach to pilot
system-wide cyber resilience scenario testing as soon as possible.

Such pilots can complement other analytical tools that the authorities
might be using and deepen their understanding of CyRST and of the risks to
system-wide cyber resilience.

This is important and urgent, given the increased likelihood that a cyber
attack will strike the European financial sector and because it will take time
to pilot CyRST, identify the risks and implement appropriate mitigating
measures.

The ESRB will continue to work in this area as a hub for sharing progress
and good practice, and will update the conceptual approach based on what
the authorities learn from their more detailed work in the pilots.

2. The ESRB advocates the use of SITOs and will continue to transition
from a conceptual approach to a practical basis for implementing them.

Specifically, the ESRB will identify a key economic function3 where
disruptions have cross-border implications and define appropriate SITOs at
EU level so as to ensure consistency across the region/sector and
authorities.

The ESRB will work with authorities across the EU to identify where a
consistent approach is required and to decide on the approach for setting
SITOs where there are crossborder implications.

The ESRB recognises that where disruptions have no or few cross-border
implications, SITOs may differ across jurisdictions to reflect national
specificities.
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3. The ESRB will consider which operational policy tools are most effective
in responding to a system-wide cyber incident and identify gaps across
operational and financial policy tools.

This work will build on the analysis of financial crisis management tools
described in this report.

Designing, assessing and strengthening defences against systemic cyber risk
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Stylised representation of the layers of defence
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To read more:
https://www.esrb.europa.eu/pub/pdf/reports/esrb.macroprudentialtoolsc

yberresilience220214~984a5ab3a7.en.pdf?888a06fcb36d2ciceq1594efd67
a4c88
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Disclaimer

The Association tries to enhance public access to information about risk
and compliance management.

Our goal is to keep this information timely and accurate. If errors are
brought to our attention, we will try to correct them.

This information:

- is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;

- should not be relied on in the particular context of enforcement or
similar regulatory action;

- is not necessarily comprehensive, complete, or up to date;

- is sometimes linked to external sites over which the Association has
no control and for which the Association assumes no responsibility;

- is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);

- is in no way constitutive of an interpretative document;

- does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court rulings,
were to lead it to revise some of the views expressed here;

- does not prejudge the interpretation that the Courts might place on
the matters at issue.

Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts.

It is our goal to minimize disruption caused by technical errors. However
some data or information may have been created or structured in files or
formats that are not error-free and we cannot guarantee that our service
will not be interrupted or otherwise affected by such problems.

The Association accepts no responsibility with regard to such problems
incurred as a result of using this site or any linked external sites.
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Basel iii Compliance Professionals Association (BiiiCPA)
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The Basel iii Compliance Professionals Association (BiiiCPA) is the largest
association of Basel iii Professionals in the world. It is a business unit of the
Basel ii Compliance Professionals Association (BCPA), the largest
association of Basel ii Professionals in the world.

We invite you to connect with the global community of experts working for
the implementation of the Basel III framework, to gain insight into the G20
efforts to regulate the global financial system, to explore new career
avenues, and most of all, to acquire lifelong skills.

You can explore what we offer to our members:

1. Membership - Become a standard, premium or lifetime member.
You may visit:
https://www.basel-iii-association.com/How to become member.htm

2. Monthly Updates — Visit the Reading Room of the association at:
https://www.basel-iii-association.com/Reading Room.html

3. Training and Certification — You may visit:
https://www.basel-iii-association.com/Basel III Distance Learning Onl

ine Certification.html

For instructor-led training, you may contact us. We tailor Basel III
presentations, awareness and training programs for supervisors, boards of
directors, service providers and consultants.
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